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f111:UL~mi''U 1 'Uf1111 iL 'Vlf1 1 'U1"v~~Vi'" ~~Lih~:u1t~1 'U1~~~ (9)0 tl'lltJ~LLe.J'U., uu'l..ltn~1~'1..l H-tl'tlL~'U11\il~9i'tJ~ • 
'IJ i11'1Jm~'l..l1'UYlPI'l1m1'Yi1~1'ULL" ~ 0111 '!.1'1J~n11'lltl~.fl1f1-r~~1 m 'Vlf1 1 'U 1" V~~V(" L ~tl'lJ1U1~L 'V1PI1 'Vl ~ 1 'IJG1 

~'\1 .... '\1 

n~11 cto 'IJ1~L 'VlPIU. 1n~i1m1~WJ'U1~1'U-r~'IJ1"~~Vi'm1~G1tl 1fi~1~LL'IJ~1~~~f111~WJ'U1 H c( 1~~~~~LLG1tl~ 
.. .... 'U , 

1'U.fl1Vl 

l::V~ 3 

~ tal Jt·.a lanu 

Disi'" ~uunuation 

\h:a,,\'"mH'!U ~.,.;,~1\ITm 
lummMJ1L,n!!ii'\lu.l't:::iJ~..u~~,;" 

t .;ll I a sforma 10n 

ili:::Lvtf'll,vri1~~,;'a\,vu.zrufl 

~WLPI .. llULI.flwlim:::1mnl'\l1n 
u1111nm~ii~lialfiam~~11tfnvmn 

iJ 6 L v'LI 

Dio al ha lan' I , lnclu~io · 

~mfl<i-M!a~\h::: Lvtt~l ,vii~1ui111 

1uLrl~~u.a~~ft11~~~" 

11111JU.U1fl1~ti~~i'! 

10 tJ 

10- 20 \J 

Glo l Dl~ltal d'>Jt-rshir; 

tlmvtt\ 1 vtv e~ l untjllt11::: L,,;inMJ'lt.Ufl 
lnlJ11n1iLvtr~lutau~~~a 

"'~"",vn~Lrl~n'\1 " . 
u.tl:::ttnwhvn~iJWJaEi,~fi'~uu 

1~t1~~ (9) Digital Foundataion: U.e.J'U"1 1'U1~ti~U.1ndn1~'Utl1'!.1wu1~~1'U.fl1f1-r~i1m1 
'Yi1~1'U ~ L ~ tJ :u 1t~~ u." ~ 'l..l 1 ru1 n 11oif tJ:u"oif 1:u~th ~ ~ 1'U i1"ll tloif tJ:U" u." ~ 1~'1..l 'l..l'l..l ~ n1 1~'U ~1'U.fl1 r1 -r~ 

'\1 '\1 , '\1 .... .... 

...... '-' d ai.J d 'i 1" I OJ 1" (government service platform) 'Vl:U:U1~1~1'U G11:U11m'll1m u."mu"~'U L"l!tl:U~tl~ u."~ "ll~1'U11:Un'U tl 

1~tl~~ \!> Dioital Thailand I (Inclusion) : f111'Yi1~1'U1~~11~.fl1f1-r~\il~L~tJ111~~LL"~'IJ1UJ1 
::. ~ 'U 

n1 1 L ~i1tJ'U L U'Utl~rl m L~ ~1 n~ 11 ~ tJi1 n11'1J1U.I1 n11oiftJ:u"oif1:UWI.h ti~1'U 1fl tiG1:U'IJ 1ru ~'IJ ~~11 .fl1f1 -r~ 
'\1 '\1 '\1 " .... 

" d "' 1 " "' 1 "· I 'i ~ "" ~" 1 I d • I G11:U11m 'll1m'lltl:U" tl'Vlm~tl'IJ U."~ "llu1~ ~~"ll'U\il10f1111Lf111~~'lltl:U"'ll'U1tl ~nIL Vltl u1~0tl'Uf11111~U.e.J'U '\1 , '\1 lilt: 

u." ~ 011~ tl~'U 1 \i) tl ~ 1~ (1 n 91 tl~ Vl'UG1(11'U n11ru u." ~ m~ m:um 1:U9i' tl~ n11'lltl~'IJ1~"ll1"ll'U~~mn i'U~n11 
'U 'U 

(citizen driven) 1fl ~'IJ1~"ll1"ll'U\il~i1G11'U~1:U 1 'U f111~tl~'U h L ~~'U 1~'1J1 ~ ~1'U'Vl1~~ L~ O'V11tJUn~ (connected 

govern a nee) 1~tJ~1~G1~tl1 n u."~G11:U11m oif1fi~oiftllJ"~i1m1:u'll1 L ~tl~tl li''Uf1~'1J"tJtlJl ~ i1r111:UL U'UG11'U~1 
LL"~G111111(1~11\i!G1tl'l..l 1~ LL"~t111 'IJG1m1~1L U'U~1'U~i1m1:u 1 'IJ~~ 161 

'U 



th:::'1J1'1J'U 1 '\X b oU1 i'i-1-iJ tll.J~ bb~ ::!lJ ~'J'U~'Jl.J 1 'U fl1'jfhV!'U Iii bb 'U'J 'V11-1 fl1'j'U ~'\.11'j~ Iii n1'Hl1r1i'~ 111 ~el Iii ~'U n1 i~lilJ'U 1 
~ ~ 

G1'-:Jr1l.JLL~::: Lf'li~~n~ 11'1 EJi'~~:::l'i'el-1lJU~n1iG11Li1iru:::1 'U~n~ru:::eJ'1111 'UlJ~ (automated public services) 

1111l.ll1~fln1ielelflbLUU~LU'UG11n~ (universal design) ~1'Ui:::uu~~~~~G1ellilr1~el-ltlUG1C\1'Un1iruLL~:::m1l.l 
l'i'el-1 mi'llel-:Je!i'uu~mi LL~m~u rlfl~ 11'1EJrn off-11'U 1lJI'i'el-:J~el-:J'!Jel~eli'~ min1l1'Uiil'U 1EJu1EJ LL~::: mi~lil~'U 1 ~ 

" , \1 "-~ 

~-lel~U'U~'U~1'UoUell.J~~~'UG1lJ EJ lJ fl1'jl bfli1::!,_;oUell.l~'!J'U11il1l1nl bb~::!fl1ilJ~1'U~1l.J'!Jel-1\h:::'lJ1'1J'U 
" .,.. " \1 ~t 

i:::EJ:::~ ~G lobal Digital Leadership: 1'Ui:::EJ::: <ilo U~lill1'1EJ'!Jel-1JJi3~f'lu~~~~ Ui::!L'Vlf'l 

1 " " I ~I • I d .., " .., • I"' • ld 1· I ~I " 0 
'V1EJ~::!n11 b '!J1G1fl1ib u'U ui::!b 'Vlf'l'Vl'Y'llilJ'U1LLm U'V1U1'Vl'!Jel-l.fl1fli~~::: uiUL u~EJ'U ub u'Ut:-Jel1'U1EJr111l.JG1::!1il1fl 

~ ~ ~ 

1 'UmiG1~1-:Ju~miG11Li1i ru::: 11ilEJ Leln'lJ'ULL~:::ui:::'lJ1'1J'U 11ilEJUi:::'lJ1'1J'U'Vlnfi'UG11l.J1im -ii'1n-1u~mi hi11ilEJ 1lJii , 
-ii'mi1nlil'V11-:JmEJm'Y'l ~'U~ LL~:::m~1 vh 1 '!Xui:::L 'Vlf'l1 'Vlm tl'Ue!u1~1'Ui'~u1~~~~m~-:Jmiu~l11i~lilmii'~ 

~ ~ ~ 

LL~ :::u~fl1'j'Ui::!'lJ1'1J'U 1 'Ufli3.fl1flel1 L ~EJ'U 
~ 

'Uelfl~1nVif'l'V11-l'!Jel-1fl1i~lilJ'U1.fl1fli'~LL~1 LLt:-J'UWiilJ'U1~~~~ "1 dv-11~ '\Xm1l.IG11At\j'!Jel-lfl1i 

~lilJ'U1rl1~-lfi'UBfl~1 EJ L ~el-1~1flfl1ieUULfl~el'ULLt:-J'U "1 1 'UVif'l'V11-1~1-1 1 ~::: 1lJG11l.l1i(1G11 L ~~ 1~ L~EJ'\.11fl 1lJiimi 

~lilJ'U1G1l.Jii(1'U:::~1'UL 'Vlfl1 'U 1~~G11iG1'U L 'V1 f'l'!Jel-:J'Vli'Y-lEJ1 ml.l'U~~m EJ1 'UUi::: L 'Vlf'l ~_,,r'U 1 'U~1'U:::e!u~l11i , .. ~ 

L 'Vlfl1 'U1~~G11iG1'UL 'Vlf'l'!Jel-11'~ ~:::t1i'el-:JlJr111l.!LoU1hLL~:::G11l.l1im1-:JLLt:-J'UEJ'Vllif'l1G11111'miu1L'Vlfl1 'U1~~~~~~ 1 u .. , 
~lilJ'U1 min~ 'lJ el-l el _,Am 11'1 EJ 111 el-1G1el Iii fl~ el-l nu G1 mu 111 EJ mil.! el-l A m'!Jel-ll1th EJ-11'U 111~ ellil ~'U G11l.J1 i('l G1~1_, 

u i::: 1EJ'lJU~1 n mimru1miL ~ell.! 1EJ-:JoUell.l~'!Jel-1 el-lA mnu1.1th EJ-11'Um Ai'~~'U 1~ 
~ ~ .. 

LL 'U1'V11-1WiilJ'U1.fl1fli'~~ rl1l1'Uiil11il EJ LLt:-J'U~IilJ'U1~~~ ~ L ~el Lf'li~~n~ LL~ :::G1-:Jfll.li:!UUdG1:::l1'el'U 1 '\X .. ~ 

L .;;'U n-:Jfi'J 1l.JG11 Aru'!Jel-1 fl1 iUi ru1 fl1ioUell.J~fl1 EJ 1 'U bL~:::fl1 EJ'Uelfl'\.1111 EJ-11'U ~-1Vif'l'V11-1 fl1i~lilJ'U 1J'U i::!U 11 
"' \1 \1 , 

eUiilL~'U-;h~:::l'i'el-:JL U'Ufl1iL ~ell.! 1EJ-:Jmfli'~1 '~XL U'UeJ'U'\.1~-:JeJ'U'\.1~-:JL~EJJ~-11 'ULL~m:::m'Umiui)u~-11'U i:::uumi 

1 '\Xu~mi LL~:::oUell.l~ 'Uelfl~1 ndL thl1mEJG1-:JG11il'!Jel-1 mi 1 '\Xu~miJ'UV-:Jel ~~milJ~1'U~1l.l'!Jel-1Ui:::'lJ1'1J'UL U'U 
\J \1 , \J 

G) .~.m LL~'U~IilJ'U1~~\1~L.yjmA'l~!ihm~ :: a.:~fll l.J 'Ut~.:~m::'Vl'l'Nfll.l'U1 fll~ 'l::m: cr u 
(tl.:~uth ::~1W ID<t'bo -ID<t'b~) 

"' .:::..::a. "" d 4 OJ .dl QJ 

LLt:-J'UY-llilJ'U11il~'Vlm Y-le:Jbf'li~~fl~LL~:::G1-:Jfll.J '!Jel-l m:::'Vli1-lfll.J'U1fll.J "1 l1iel LLt:-J'UY-llilJ'U1fll.l'U1fll.J 
~ 

~~~~ lvolv<il L U'U fl'lelU~U1fl1 iU1 L 'Vlfl1 'U 1~ ~~~~~~ij LL 'U'J 1 Ul.J~::: L oU1lJ~'VlGY-l~ (Digital Technology 

Trends) nu'l:::uu fll.l'U1 fll.l LL~::!'!J'U~ -l '!Jel -11 'V1 EJ 1 'Uel'U1 fll11 l.l1G1~1 -l'Ull11 fliil.l~1'Ufll.l'U1 fll.l'!J'U~-11 'U rn ~1'U 

Ui:::flelU~'JEJ 

<il) 'Ul111fliil.l~1'U~1LLl111-:JL'U-1EJ'Vllif'l1G11111' (Position Innovation) , 
tv) 'Ul111fliil.l~1'Ut:-J~I11.tlruonLL~:::u~mi (Product & Process Innovation) 

rn) 'Ull11fli'jl.J~1'UflielUr111l.JAiil (Paradigm Innovation) 

I 

_j 



1~~~~~lJ'l·vnnmh-ln1 fiB m1lJ'l~m~~uArul'i1Vl1'lLP11~~n~LL"~~'lfll.lmh'lnTm1~1~~ 
" , 9~ , , .,. 

(Disruptive Innovation) L~BoU'ULfi~B'I.J (Enabler) 1~'U'UfllJ'\.J1fllJ'U'\.J~'l1 ~'U11~Lthth~G'!'lfl ~'l1 'Wiii'1'Wn11 

'U'\.J~'l~ U~ B~Jl~ L\J 'I.J :l1~1~B~'lLL'Hl tiBlJ (Green and Safe Transport) ~U1~~V16111~ (Transport 

Efficiency) G'l1lJ11m <U'1(i'l11ii'mh'lLG'IlJB.fl1fiLL~~L vJ1L Vl~lJ (lnclusivity) 

"' ' ~ 
Vl'\.J~BG'Im'Wm1ru 

bn) fl11fiJ'UfllJ LL" ~oW~'\.J1lJ1 ~1~1'\.J fl11lJU" B~Jl~'U'\.J1~'U'UV11'l'\-1~'NB th'l'Uiru1n1iL ~B , "' " 
~m~~uArum~~1~'UB'lui~'U1'U'\.JLL"~"~miG'ff11L~~Vl 1 'lLPli~~n~ 

, ~9~ .,. 

<t) mioW~'\.J 11~uuu1 n11~~ miv'l Fim~1l.lt-1"' n5i1l.l1ii'U1"B ~1'l ~ B L ~v'l L ~ v L ~vl.l 1~'l 
m1lJG'IlJ~"Vl1'llii'1'WLPli~~n~ ~'lfllJ LL"~~'lLn~tlvlJ , "' 

~ 

H 

G 

H 

w 
A 

y 

s 

HIGH PERFORMANCE "'~1'l"'iiFlC.Jm1'\.J 

INTELLIGENT TECHNOLOGY C.JG'I1'\.JbVlfiLiJ1~~ 
" v.J GOOD KNOWLEDGE m~m1l.liV1Lt-1lJ1~"'lJ 

" ..1 "' ~ 
HONESTY "liB"'~~ 

WORK SMART '\.J~u~'l1'\.Jv~1'liiv'U 

ACCOUNTABILITY -ru~~'Uv'U~voW'\.Jl5fl~ 

YEAR-ROUND COMMITMENT bfl1~~~m11~u1mi 

SYNERGY vi1'l1'\.J~1lJO'\.JLU'\.Jt-1~'lb~~1 



~Vlu1"11?~Vli 

- EJV1ui"11?~Vli~ (9) n1'j"oW\ilJ'U1'j":::'lJ'UV11'lt-1G'n'l1'1X~~m.J~eJ ~-il1~..:J ~~fl:::fl~v'llli''H~ eJ'j":::'\.J'Um 'j" , 
~~'UV11'l'U'U~'~ ~~"::: 1"~"~ n~?~ll \ilfl bbfl :::?~llmru , " 

- EJV1ui"11?~Vli~ I!:> n1'j"oW\ilJ'U1 b~fl:::U1'j"..:J1n~1'j":::~um'j" 1 '\Xu~m'j"'lJeJ..:J'j":::'lJ'UV11'lt-1G'n'l~'j"'J\il ~ 11 , , 

@.cr.<r bb~'Uu~u~m'i~~~flm"llV11 .:it-1"'l .:i tJ vu l.k:l<t'bo-k:l<t'bcr 

mllV11'lt-1m'l ~\il'vi1bb~'Utl5u~m'j"~~~" mllV11'~"'m'~ tJ 'V'l.l"l.l!:>ct'<:>o-l!:>ct'<:>a: b~v1-ii'btl'U 
n 'j"eJ'lJ1 'U n1'j"vl 1 ~ tJ'U n 1 'j"oW\ilJ'U 1'j":::uu b V1 fiL 'U Lfl ~ ?11 'j"?l'U b Vll"l bbfl::: n1'j"~eJ?l1 'j"~oU'U bfl~ eJ'UEJVlu\"11" V1 1 , 

v\'1 b i'J'U m 'j" 1 'IX ~nlilm1ll b t-1ll1:::?~wi'u ~" m'j"v\'1 ~ i'J'Um'j"l'i'1'Ub VlfiL 'U 1" ~?l1<j?l'Ub Vll"l'Uv'~ mllV11..:Jt-1m'~~~1'Ull1 
b~fl:::~flm:::Vlu\l1nm'j"b u~EJ'UbLtlfl..:J'Uv'lb VlfiL 'U Lfl~bbfl:::u\l~EJ~'U 1 

bU1t-1ll1tJ1\ilEJ'Dll'UeJ'ln1'ioW\ilJ'U1 IG 'UeJ'ln1llV11'lt-1fi'N 

C9J) 'j":::uu ~ V1 AL 'U 1" ~?~1<j?l'U b Vll"l bbfl::: m 'j"~ m'l11'!h EJ?~uu?~'U'U bbfl :::~'~ b?l~ll1 'IX mllV11..:Jt-1m '~ , 

?11m1nv11~i'l'Um1mllm1n\l11'i'vci1..:Jiitl1d~V15m'V'l 

(C9J) 1m..:J?l~1'l~'U\i1'UI'i'1'U ICT 'UeJ'ln'illV11'lt-1fll'l~'lmll EJ'l1'U~l'Unfl1'1 bbfl:::.niJmfl 
~ " 

iim1lll1'Ufl'l tlfleJ\ilDEJ bbfl:::?l1ll11mv..:J1um1tl5u~'l1'U tl'i'b U'Uvci1..:J~ 
(I!:>) -ii'vllfl bbf\:::?~1<j?l'Ub Vll"l'UeJ'lmllV11'lt-1G'n'l ?11l.J1'j"()'\.J'iru1m'j"bbfl:::b ~eJllLEJ'l bbfl m tl~ EJ'U 

" " • 0 

-ii'vllfl 'j":::wi 1'1 'j":::'\.J'U?l11?l'U b Vll"l bbfl :::t-1u1 EJ'l1'UYi diEJl-iJv'l 
" 

(brl) mllV11'lt-1m 'l b U'Ut-1u1 EJ'l1 'U~?l 1m1nu~"'11~ \il m1 bbfl::: m <jtJ5u~'l1'U l'i'1'U 1cT 

v ci1..:Jiitl1:::~V16 m'V'l 

I!:>) 'j":::'\.J'U?l1<j?l'Ub Vll"l b ~tl nl'i'U~t-111~\ilm 'j"'lJeJ'l mllV11'lt-1fll'l iiflrum'V'l?l'l ?11ll1'im11ll11-ii' , " 
u1::: LEJ'U~ b ~vm'j"l1'lbb~'Ubbfl:::lli'lil~'U 1\1 bbfl:::~..:J~fl?l:::Viv'U 1 tl~ bU1t-1ll1EJt-1~vEJVluP11?1Vli'llv'~v'~rim " , 

brl) mllV11..:Jt-1m'~ ?11ll11nEJm:::~u 'l11L VlfiL 'U Lfl~~~.Xflll1tl1:::EJnV11-ii'..:J1'UI'i'1'Um1-w'lllJ'U11:::uu , 
1.., "' d d .I ..., I 

V11'lt-1fll'l t-1't.J'j"n11V11'1 \il b 'j"'J fl'j"'i)'\.Jflflll bbfl::: fld1ll ufltl\il.fl EJ'U'U1:::'U'UV11'lt-1G'n'ltl EJ1..:Jmru1 n1'j" , " 
a:) ~'U~t-111bbfl:::'Uflfl1n'i'Utl'ln'illV11'lt-1fll'l ii.Xn~:::l'i'1'U ICT bbfl:::?l1l.J1'j"()1-i] IQ bbfl:::'i:::'U'U " , 

?111?l'Ub V11"11 '~Xbn\il\.h::: 1EJ'U'U1 'Ub :S..:J?l~1-:J?l'j"'j"rl 

I 



oW'UuOSJ®'1'U IG (Mission) 

m) oW\llJ'U1th~~'Vl6m~ 1m-:~~~1.:J.y1'U~1'Y~i1~m·H1'U~~-l ~1lJ1'H11'iJ.:J ~'U m 1U fiu~-.:J1'Ubb~~ 
.... \1 :...1 

l£>) oW\llJ'U11~'U'U~11~'Ub 'Vll'lb ~'iJn11'U~,11~VIn11 mv 1 'Un1l.J'Vl1.:J,~'N1 ~LOV1n11mnnm1 
\1 

~1l.l11t:n11l.l11.rru1~ 1v'lluL ~'iln1111-lbbc.J'Ubb~~~V~~'Y 1SJ eJ~1-1i1tJ1~~'V16m~ 
Q'l) 'j'i)-.:J~'Un11oW\llJ'U1'Ul(l1 n11l.J~~~~ L ~'iJ-11'Ull'l1n11lJ'Vl1-1,~1-l 1 ~bOV!n11oW\llJ'U11~'U'U'Vl1-l 

,m.:~ 1 ~u~m1~11V~ L ~1meJuA~lJ LL~ ~ m1v m~~'Uf111lJU~eJV~n E.J'U'U1~'U'U'Vl1-1,~1.:JeJ ~1-.:J'U1ru1m1 
, \1 

I ~ II 1.1 lJ' d C: I 

<t) ~-.1 L~1l.l Lb~ ~~11.:Jl.l1 (111~1'Ym'U m1u1 ru1 m1m'U ~1 1~'U L 'Vll'l L ~m ~lJ'll'iJ.:J'Vl1-.:J m1 
... \1 

1 ~'U~n11 mv 1 'UWthV-11'Ubb~~"'.:Jf'll.Jf11V'U'iJn 'iJ~1-:~i1tJ1~~'VlBf11~ ~1~-lbb~~f11'iJ'UA~lJ , 
ct) oW\llJ'U1PlnE.Jf11~'Vl~~V1n1'UAA~1'iJ-l~'Un11Vh-11'U1 'UE.JA~~~~ b ~'iJ 1 ~~1lJ11t:'loU'UbA~'iJ'U , , 

m1tJ5u~-.:J1'Uvl1'Ub 'VlA 1 'U 1~~~11~'Ub 'Vll'lLb~~m1~'iJ~11 1vi'eJ~1-:~i1tJ1~~'Vl6m~ 

~'Vl51'11~(11i 

- E.J'Vlul'l1~(11i~ m b~~l.l~~1-1U1~~'Vl6m~1A1-1~~1.:J.y1'U~1'Uvl1'U IG , .... 
.. d ~ 1.1 v d "' 

- E.J'Vl51'11~(11'j'Vl \£) b~'jl.J~'j1-.:J bb~~~\lll'U11~'U'U~11~'Ub 'Vll'lb ~'iJn11'VVln11 , 
- ~'Vlul'l1~(11i~ Q1 oW\llJ'U1'Ul(l'ln11lJ~~~m~eJ-11'Yimm1l.l'Vl1.:J,m-.:J (Smart Hishways) 

- V'Vl51'11~(11i~ <t b~lJ~VIA11lJ~1lJ11mb~~~~1-llJ1(111~1'Un111~u~m1vl1'U ICT , ... 

.-.J oQ 1.1 Q,J "' II' 

- E.J'Vl51'11~m'Vl ct L~1lJ~11.:JI'lnE.Jm~'Vl1~V1n1'UAf1~V11'U IG , , 

"'.:!Al.J l\llJ'U511lJ b 'Vl A 1 'U 1~~ 11lJ~.:Jvl1'UA11lJJ'UA-1~1'Un11b ~'iJlJ 1v.:~ 1A1.:!'1l1 E.J'Vl1.:!,~1-l~i1eJ~U1~lJ1ru 
\1 

m,ct'Q'l\£) ~1V'Vl1-l 'j~E.J~'Vl1-111l.J ctm,~<tm o1~Ll.Jm ~-1U'V'VU'UU1~b'Vll'l1'Vlvi11A1-1'1l1V'Vl1.:!,~1.:J~~l.J'IJ'jru 
, \1 

A1eJ'UA~lJ~1~-:~tJ1~ L 'Vl 1'1LL~1 LL~ ml.l'Vl1-:~,m.:~ v-.:Jlli'eJ.:~i1m1'W\llJ'Y1eJ~1.:~~ eJ L ~eJ.:~ L ~eJ 1 ~~'Y~eJ~m'Y m1ru~i1 , 

m1 L tJ~ V'ULL tJ~-.:JeJ V(l'l~'iJV~ L 1~ 1 n11vl1.:J1'U'tleJ.:J ml.l'Vl1-.:J,m.:JSJ ~lli'eJ.:~~eJ ~A~ eJ.:J LL~~ L ~'iJlJ 1v-1 nuv'Vl51'11~(11i 
\1 , 

'll1~1~ v ~ l£lo tJ (~. Pl.l£lctbm-l£lct~o) V'Vl51'11~(11i'tJeJ-l m~'Vl11-1Al.l'U1 Al.l~n1,'U~ V'Vl51'11~(11 im1oW\llJ'U1 , , 
1~'U'UAlJ'U11'1lJ'tl'U~-11~ v ~ l£lo tJ (~. Pl.l£lctbm-l£lct~o) 1~ v n1,'U~ b'U'U'U 1vu1v b ~m..i11 tJ~m1tJ5u~ 

'Y1EJ 'U 1 fJO 'U.JY11-l'\1WN 

'Y 1vu 1 EJ n 1l.l'Vl1-.:J,~ 1.:1 tJ l£lctbl£> 1vi' L ~ eJlJ 1v.:~ LL 'Y1 ?i ~ LL~ ~,~ nu5u~~~1m 1t:'IU1l.l 1 

LU'Ubb'U1'Vl1-ln11vl1-11'U~~'iJ~A~eJ.:Jn'U~'Vlul'l1~(11i1'Y'fln 1 iJ~ ~.:J~'VluP\1~(11i'll1~ ~'Vlul'l1~(11im~'Vl11-l 
Al.l'U11'1l.l 'U 1E.Ju1m ~.:~~1'U~1-.:J 1 G1'1,~u'U1EJ'U1E.Jn1l.l'Vl1-.:J,m-.:JSJ~*LoU'U'U1EJu1EJ,~n ct vJ1'UA'iJ 



Economic Community: AEC) 

- 'U 1f.J'IJ1f.J~1'W~ !;!) ~\llJ'U1LL"~ tJ 1utJ~~th~~'VITifl1'V-l'VI1~VI""N 
' 

- u1f.J'IJ1f.J~1'U~ ct tJ1utJ~~fn~'U~VI1~~~rn~eJ~Arn~ ~\llJ'U1'\Jflmm~eJ'IJ~'Utl~"'~fllJLL"~ 
' ' 

~~LL1~~eJlJ~1lJVI~f"'i'o~~lJ1n'IJ1"'!JeJ~rn~u~VI1~n"Jrn~u1'ULiieJ~~~ (Good Governance) 

CO> .ct: 1~tltJ~~~'IA"I.lil'ILL~'U'IJ~.U~m~ 

(;) . ~~1~ fl11l.J L ~mru1 ~ tl'IJ'IJ fl"1 m ml.J'VI1~VI"1~ 1~ -ru n1 1U nueJ~ 'OJ 1 nfi f) fl nfl1l.J'VI1~ 1'll L 'IJ v1 ' , 
1u'VIn~ULL'IJ'IJ eJ1Vi ~~uuoU'~.UeJ~ (Disruption) \!11n11l.JoUeJlJ" (Hack) n11 L~f.!nrh1 ~ (Hijack) 

' " " 
• l.d • I " d '" -"1 ' ~I "" n11L uGW'ULL u"~'!Jtll.Jm 'V-ltln1~VI"e:Jnm~ Lc.JmL 'V-l~'!Jtll.J"'VI Ll.J b u'U\l~~ •m '1 

" " 
l!:l. L~ ~ f.Jl.JfiJ 1l.J'V-l~tll.J tlU mru LL" ~'Ufl"1 m 1 'U fn11'uii tJJl f.Jfl n f11l.J'VI1~ 1'll L 'UeJ1 ~ ~ ~ 1lJJl f.Jfl n fl 1l.J , , , , 

'VI1~ 1'llL uv1~tJ LL uu 1m] 
" 

!;11. n1VI'U~l.J1 ~ ~rn ~ n" 1n 1 u rn1tJ nuv~ 1fl1 ~~~1~~u~1u~1A ru 'VI 1 ~~1'UL 'VI A1 u 1" ~~1 1~'UL 'VI f'1 ... ... 

~L~ f.J1oUtl~tl'IJ n1~1' m~1fl11l.J~'Ufi~Ufttl~Jl f.J'!Jtl~ n1l.J'VI1~VIm~ Lbft~~tl'U 1(>)1 'Ufl11~\ln LQ'U L ~tl LLtlt '!JDruVI1 , ... 

<(. 1 ~ufl"1 m'VI1~ 1'llL uv1LL"~m -u~1u~1 1 tJ'!Jv~mlJ'VI1~VI"1~ 1~1urn1tJ" n~~1 ~m~wJn 1 urn1 
' " " 

~1l.JnuueJ~nufiv 1'llL uv1 ~~ 1 u~1'Ufl11l.J1'u~~'lltl'U "J~mi1~l.J LLft~n~~1 urn1u~1JlfloUell.Jft 
" 



I ... 
tJVlVl ~ 

lrl. G> "m'U m 'HUfl1 ~'U e1 nth :a 'V1 A 

\J~~u'U u1~L'Vlf'1~1'l 11 ~m1l-l~1At1!flUn11tJm~~um1l-l'Y1~mJ-ruilvnuuqJV11IltJ~f11'11l-l1'llL uv1 

mt~1 'UU1~L 'Vlf'l bb~~-K~'U1l-11mn11 ~'11 'Un11U')~blJ'Wm1l-l'Y1~vl-lvl1'W1'llbUvi ~eJ1'1B'I~1f1 International 

Telecommunication Union (ITU) Vl~m'1VIi11'Y1b 'Yl1fll-l'U1flm~VIl1'1U1~b'Ylf'l'lltl'I~VIU1~'1l1'1l1~ (:.JmJ1n 

m1~111~m1l-l'Y1~vl-l'llv'~u1~L 'Ylf'1~1'~ 1 ~1 t~ n 1vi'u1~blJ'W1~~um1l-l'Y1~vl-l-ruilvnuuf!!V11ntJ~ nfl1l-l 

1'llbUvihw1off~'ll{j Global Cybersecurity Index (GCI) ~1'U1'U ct Vll.J1til1vlbbrl n~VIl.J1tJ (Legal) b'Ylfl-Dfl 

(Technical) v'lf'lf1') (Organizational) f111-K~'U1Plf1tJ.fl1'V'l (Capacity building) bb~~fl11l-l~1l-lilv 

(Cooperation) b ~vf111 b ~l-l~tilfl11l-l~1l.J11(1vl1'Ufl11l.JU~vtililtJ1'llb uv11 'U1~~U'Il1~ .nlJmfl bb~~1~~u 
" 

'U1'U1'1l1~ Ltilt~Hfi1bU1VIl.J1tJ~'Il{j~1til~1f1Global Cybersecurity Index - GCI 

~u b ~v'll-11~1 n 1'll b uviilB'Yl5'V'l~ ~v f11')~1 b -D'W~1 ~U')~~1i''W'llv'IU1~'1l1'1l'Uv ~1'1VI~ n b~ tJ'IhJ1vi' 

~1 f1VItJ1 tJ'l1'U International Telecommunication Union (ITU) L(:.J tlbb 'V'l~oUvl-l~~1'U1'Wm oUB'Ub 'Ylv1L ii~ 
" " 

~1 t~m ~l.J~'U~'I~tltl~~ ~0 ~1f1~1'U1'Um off Cil.~~Cil -K'U~1'Ufl'U (tvctctrn) dJ'U~1'U1'Um off rn.rn'-""ct -K'U~1'U 
" " 

fl'U (tvctct~) c;) bb~~U1~L 'Ylf'11 'YltJiJmoffB'Ub'Ylvibu~b ~l-ll-l1f1~'Wbnvu~v'ILVh~1f1~1'U1'WmoU tv~ . bct ~1'Ufl'U 
" " 

(tvctct~) dJ'U~1'W1'Wmoff ~rn . '-""~ ~1'Wfl'W (tvctct~)"' 1'U'llru~b~tJ1n'Wbb'W1LUl-l~1nnt~'Yl1'11'llLuvi'Yli 
" 

fl11l-l1'UbL 1 'll-11 n~'W ~~1'1 fl11l-l b~ tJVI1 tJ 1 'W1'l n11'1l-l1 n~'UL 'li'W L~ tJ1 n'U bdv b tJ~tJu b Vit~uu~l-11 ru-ilvl-1~~ nfh 
, " " 

u~,j''Yl'~'Wti1~1 t~n~~mb~mnvib~1~b-il1~'11~uu1vi'~1b ~~1 'W'Ii1'1VI~1tJU~~1'Wl-111vi'bbn The Home Depot 

(ctb ~1'Ufl'U U lvoCilb) UBER (ct~.b ~1\Jfl'U tJ lvoCilb) Sony PlayStation (~~ ~1\Jfl'U tJ lvoCilCil) 

Facebook ('-""~ ~1\Jfl'U tJ lvoCil'-"") Target (CilCilo ~1\Jfl'U tJ lvoCilrn) Equifax (Cil~rn ~1\Jfl'U tJ lvoCil~) 
ebay (Cil~ct ~1'Ufl'U tJ lvoCil~) Under Armour (Cilcto ~1'Ufl'U tJ lvoCil'-"") bb~~ Yahoo (rn -K'U~1'Ufll.l 

tJ lvoCilrn-Cil~)m ~'lvl1v~1'1Cb Ul.lb'WtJ'ItJl1v~1'1VI~'I'lltl'ln11b~1~~~uu1vi'~1L ~~ 1u1'llL uvi~'I~Iltl flf11'11l-l , 
.,J.., . I ..! "" .., 1 ,.,.)/ 1" ~I ' 'Yl tll.l ~ 11 tJ u 1~ b.fl 'Yl tl lJ I v f1l.J1 f1l.J1 tJ .fl tJ ~ f1 A1l.J 'll b U v ') bf1 til 'Ill.!~ 1 f1 VI~ 1 tl~1 b VI~ l-11 1 ~ ~ b ul.l bb~f1b f1 v ') 
~vlv'ln1')bb~til'lvvf1'Yl1'1 n1')Lilv'l vh~1tJ~m~tJ'I b~tJf1~v'lAJ 1l-l~l.l h L ~vntil~l.l 1 ~ bi'1tiln1')b tJ~tJl.lbb u~'l Ltil tJ 

hJ lli'v'l n1') b Util b(:.J tJ t?l1 V\1..1 Vl~v b Ul.IV1'1lf!J1 m 1'll b uvi~ lli'v'l n1') ln'l (:.J~U')~ LtJ'IlU'Yl1'1n1') b1l.l n1')~vm'IVI~v 

Vl~vnm.:J~tJ1L u~m')~~ blJtil~~l.l Vl~vm~~~b tlurnllVIi''l~~vi'v'l n1')tJ1-ifvl-l~ 1uVItJ1 t!'l1l.l~l.!Lv'l1 tJ b(:.JtJbb 'V'l~ 
\1 " \1 " 

.. o d • I 'i ' "' "" " " .., 1 '• I .,J" Vl1tl n1')'Yl1m tJ')~UU b 'V'ltJ(:.J~ u')~ btl'lll.I'Yl1'1n1')b'll.l VI')€Jn1')bbf1bbfll.l bb~~.fl tlflf11'11l.J 'llb UtJ')u')~b.fl'Yl'Yl')1tJbb ')'I , 
~~tileYu~-r~v~bdv'IVI~'~ b~vll'IVIi''lm')~ 1')m')l-l uvuvl1~1t1 Vl~vhl-l~(:.J~U')~LtJ'IlU'Yl1'1bf'l')~~n~ n1')bilv'l 

, o;tl.l "' , -'-' 

1 
https:/ /www. itu.intl en/ITU-0/ Statistics/Pages/statldefaul t.aspx 

2 https:/ /www. nbtc. go.th/News/lnformation/"i1f.J~11.J-ii'BlJ~ m"i1 <ff~tJL\lltJ{L U\ll'tltl~tl"i~L Ylf'll Vlf.J-U-2559 .aspx 
3 https:/ / www. thesslstore .com/ blog/20 18-cybercrime-statistics/ 

(i)Q 



th::: b 'Vl?l~~l}ll'U1 bb~'llJ n111.h~:::'U'U b 'V1A1 'U 1" fJ611161'U b 'V1 PI bb"::: n11~eJ6111lJ11oUb ~ tl n11'\.J~VI11~VI n11 

tJ.:}fl mv ~1-:J b~~~tJ bb '\.J'\.JlJfl ~ n 1 ~~~'V11-:J 1'1J b 'UeJ{U11 n~ b U'U~11e:l ~1-:J~tlb ~tl.:J 1V~ EJ n11 h~~~~1 ~ f1! b nV~ nu 

1m.:J61~1-:J~'W~1'W~1~fl!'UeJ.:JU1:::b 'Vl?l bb":::m1 h~~'V11-:J1'1l but~{~::: b U'W m11~~~1m.:J61~1-:J~'W~1'W~1~f1! 
'V11-:J611161'Wb'V1P~ ~.:JbnV~~'W~~1"n vi'.:J~~eJ~1-:JbVI~n11rum1h~~~~1~f1!11vi'Lbri 

e i1fi'W1EJ'W l!:><t'<t'rn h.:J1'r'Jvhti1bA~EJ{BVI~1'Wflflh~~vi'1EJlJ"bb1 { Stuxnet ~.:Jvh"1mA~EJ.:J~m ' ~ 

"Centrifuges" m otlb~~tJ1:::~'V15flTV'l'Utl.:Jbd~b1b tiEJ~ ~1flfl11 C9l ,OOO bA~tJ.:} bb":::bb'W~m:::~1EJ 

1 tJ£J.:JAEJ~~~b~eJ{~1'U1'Wfl11 l!:>oo,ooo bA~eJ.:J 

e n'WEJ1EJ'W l!:><t'<t'<t' tJi)u~m1 "Operation Ababil" 61fi1U'Wn11b~'W~1~fl!'UeJ.:J61VI-r~m~~m b'li'W 

New York Stock Exchange, J. P. Morgan Chase, Bank of America bb"::: B n VI"' 1 EJ u lA .:J 

flflh~~ DDoS 1V~EJfl~~ Qassam Cyber Fioht ers vh1~m1'\.J~fl11L1uhviVIEJV~'U:::rn \J , :;, , 

e n'UEJ1EJ'W l!:><t<tci LLeJALnt~{tJ~EJ EJ lYmL 11 Mirai 1-tl'lie:J.:J 1 VI1L 'Wt~tJmru loT h~~LA~v.:J1 ~u~m1 
' 

e n'WEJ1EJ'W l!:><t<tci 5'W1fl11nm.:JU.:JAmb'Vl?l ~ni1~u1~'W"eJu1eJ'Wb~'W ~fl! ~(9) ~1'WLVI~EJf1!61VI-r~., 

• 'W~~Jl1A~ l!:><t'bo lJ"bL'l{ WannaCry h~~VI'i.l1EJ.:J1'W611511ru~'U'UeJ.:JeJ.:Jfl~~ ~thEJ~1flfl11 

b,cioo 11EJ hJ611~11fl-ruu~fl11LL":::lYmL1{LL'W~m:::~1EJ 1 tJ~1nn'i1 C9l<t'o U1:::b 'Vl?l 

• ~m1A~ l!:><t'bC9l oUEJ~"m.Uu~fl11 Florida Medicaid 'UeJ.:J61VI-r~ ., ~11VI" rno,ooo A'W 
~ ~ "' 

• 'W fl ?l~fl1EJ'W l!:><t'bo u~,;''Vl Uber oUEJ~"~~'W'UAA"'UeJ.:JA'W-ii'mmL":::crl.Uu~m1 ~11VI" <t'rn ~1'W VI \J , \J 

A'W 

• ~m1A~ l!:><t'bC9l 1:::'\.J'\.J~1'WoUeJ~"'\.h:::'U1'U'W'Utl.:JB'Wb~EJfl11 C9l,ooo ~1'WA'W ~flbU'W~1111iJ'lJv.:J 
"' ~ 

1 V11L ~~bJtJ1:::61-:JA~L .U1Ci.:J 1vi'1V~EJ 1~1vi'-rueJ'Wru1~ 
~ ' v 

• mn~1A~ l!:><t'bo u~,;''Vl Equifax oUEll.J"~'l'W~AA"'UEJ.:J~'U~1JlA'll1161VI-r~., ~~1 VI" C9lct<t' ~1'WA'W 

Jl EJ A flA1~'V11-:J 1'1l b 'U eJ{hJ1v)~1tlVI~" fl1:::'Vl'\.J~e:l fl~~ 1A 1-:J61~1-:J~'U~ 1 'U'V11-:J611161'U b 'Vl?l fl~~ 1V~ fl~~VI~.:J , , ~ , , 
b u'U n11 bQ 'W 1::: bb"::: 1 'U VI" 1 EJ b VI~ n11 run~~ 1A1-:J61~1-:J ~'U ~1 'U'V11-:J 611161'U b 'VlP~ii A11 ~~~~'U 5 b ~tl~ 1EJ .:J n'W 

' ' "' 
m~~:::~.:J~"~vn~~ 1m.:J61~1-:J~'W~1'W'V11-:J611161'WL 'Vl?l~'Wvh 1 ~bi'iV~~" m::: 'Vl'U ~vm1~611~11fl1 'Wm11 ~u~m1 

' "' 
1 'WVI"' 1 EJ 1 n ~ ~ 1vi' .Jf .:J d u 'W 11 1.J'~'U eJ .:J .tl EJ ~ n A1~ 1 '1l L u v {~ ~.:J ~"' n1::: 'V1 u ~ t~1 A1-:J 61 ~ 1-:J ~ 'W ~ 1 'W ~ 1 ~ fl!'V11-:J 

611161'WL'V1P~~~1~f1! 11wj~~u"W1vi'Lbu.:JeJeJmtl"W rn .tlEJ vi'.:Jd 

C9l) .tl EJ A fl A1 ~ 'V11-:J 1 '1J b '\.J eJ { b ~ tJ.:} ~ 1 fl tl tJ fl1 rub~ eJ ~ ~ tl B 'U b 'V1 eJ { b u ~ ~ b ~ ~ ~ 1 fl ~ 'U (Internet 
' ' 

connected devices) vi'1EJeJm1fl11b~'U1~'Uti.:Jfl111-tl~tJmru Internet of things (loT) ~b~~~1fl~'Wti~1-:J 
111i1L 1111i1 EJ~~~~~eJtJ mruL VI~1,!'W 1~1vi't~vmL uu 1 ~ii~1~1m1vi'1'Wm1-rm~1m1~~'WA.:JU"vlil.tlm~v1-tl.:J1'W 

~ ' 
t~tJmrub Vl~1,r'W vh 1 ~eJtJmru loT ~~~~bL":::~Ii1~-:J~1'W1 'W~1fl~11"n hJiim1~11~61t~um1~~'WA.:JtJ"vli1.tl EJ 
' ' 
vh1~~mU'ULVI~vm1h~~~1fl~hJw).:J~ Lb":::n11A1'\.JA~vi'1EJ loT Botnets d ~hJw).:J~boUbU'WLA~eJ.:JlJeJ1tJ 

~ ' ~ 

h~~'\.JAA"~611~ 11i1EJ1oU'lYmn{ b'li'W Mirai (m1h~~bb'\.J'\.J Distributed Denial of Service (DDoS)) vh1~ 
' 

L nli'l tJ~~1ruoU'v~"~11~1~H1~~~~1nei.:J (9) Terabits ~EJl 'W1mV~EJboUeJtJ mru loT Botnets ~1nm11.Un~eJ.:J 
~ ' 

ccrv bb":::n~eJ.:JU'UVin1~1v ~ 1'W~1~1 fl ei.:J C9l<t'l!:>,ooo bA~eJ.:JLL":::'W eJ fl~1ndt~umru loT lYn~:::ii~li'I BEJ 'W 
' ' 



~ L th.Je:JU m ru~ij~1 1"11 {1 n e.J~ (Jle:J eJ m.m U'W~ TU1'Wl.J1 n 11'1 tl hMi'e:Je:Jn LL tJtJ LL"' ~ ~l'l~'ll.J1lJlin1~1'n~1 f111l.Jl1'WA'I , ~ 

tJ"'e:J~'~nt.Jl.l1\11n 1 ~'~'~1'We.J~lJl vh1 ~·bJ~1l.l1~{1~\J~tJ1utJ"J'I...,1e:Jul'l'lie:J'I1 wJ~1'WAJ1l.ll1'WA'ItJ"'e:J~'~nt.J1~ 'W , 
i11tl...,~'l 

l!:>) LA~e:J'Iije:J hl.l~Vl1'11'1!L ue:J{ij~1'W1'W...,mn...,mt.J ~1l.l1"J{1...,11~~1t.JLL"'~ H1~~1tl~1tl U\l\JU'W1 'W , 
lJl"' 11'1ij 1'11'11 L tJ eJ {ij LA ~e:J'Iij eJ 1 \ll.J ~l.J 1 n lJ 1 t.J1 ~ L~ eJ n~ eJ 1~ ij tJ~ n 1 'J~ 1'1 LL~n Ln eJ {1 \ll.J ~ Vl1'11'1l L tJ eJ { ij n1 'J 

1 ~u~n1 "JYi~'W1 LA~e:J'Iij e:JlJ11l.J f111l.J~e:J'I n1'J'lJe:J'I"' nfi'1 LL"'~ijn1"J1 ~u~n1~,_,~_, n1 'J'lJ 1 tl L ,_,ije:J'W tltJ n1'J 
~ 

1 ~u~m'Jo~n\lvi'11 u , 

rn) m~hl.l~Vl1'11'11LtJe:J{~~'~e.J"'m~VltJ~e:Jm1l.ll1'WA'I'lle:J'11~ijLL'W11 Ul.l~'I~'W 11'1t.J1"'n 1'11Lue:J{ijm"J ... ~ 

L~e:Jl.J~e:Jfi'ln'We:J~(Jl"'e:J~'~L 1m tJ"J~L Vll'1~1'~ ., 1l.J~1l.J1'J{1~1'l'lJ11'1\11nB'lJL VlB1L tilJ11~e:J~1'~~l.lmru mwu1fi'~n'W 
~ I ~ 

1~~1 t~1 'W 1"' n 1'1!L u e:J{~_, L U'W'lie:J'IV11'1 m "J hl.l~~e:J1~L ~l.ll.l1 n~'W~1 tl~l.ll\11 n m~ hl.l~'lJe:J'IU"J~ L Vli'1~'W~1l.J1 'li ... 
Yi'Woi1lJl"J Lni'I~'W 1~~1t.J~'W~1 t~1l.J11\l~L U'Wm~~1'1'1m~LL~'li11U"'e:Jl.JL ~e:J...,"'e:Jnm'l ...,~e:J~1'1'1m1l.l L-V'1 1\1~~~'~ 
~'IL'li'W L...,lJln1"Jrun1~~1'1'1m~LL~Vl1'1 Social media 1'W~...,-r~ml.l~n1~~'~e.J"'n~~VltJ~e:Je.J"'n1~L~€ln~'l , ... 

U'J~51'W15tJ~L~e:JU ~.1'1.\!:><t<t~ ~'11 'WUL~tl1tl'WJ'W 1 'WU'J~LV11'11 Vlt.Jfiilm~LL~n~l.l Hacktivist hl.l~,_,,1Jt.J'I1'W , 
~ 1 ' .., " "" • I.,J " " ~ 1 ' ' .., d .., ~ LL"'~LJU '1llJli11A'J~I'I1tiL'Vlf1'Wf1 DDoS LL"'~L u"'ti'W'lJe:Jl.J"',_,'W1L1tJ '1llJl'lJe:J'I,_,'W1ti'I1'W~~ L'W€l'l\11ne.J"'n1'JlJll'ib1'W ... ~ ... 

A~~1lJlm~l.l~ Ln1~ L~1'1Je:J'I1 Vltl ~1l.lfi'l L ...,~m"Jru~n~l.l Anonymous tJ~~n11'1LLAl.l L Uqj SingleGateway 

1 \ll.l~wJ1t.J'I1'W1'~ 1 Vltl L ~mL~I'I'I\li'IV'W'llfl'llJl'WLfl'l L U'W~'W ... , 
L ...,(Jl m~ru~n~11mdLL~I'I'~1 ~L ~'W11m"JYi~'W1~1'1m1l.l~1m~{1~1'W1'1lL ue:J{L U'W~'I~1L U'WL ~e:J 1 ~ij , 

f'i'nt~m~1'Wm"JlJle:Ju~'We:J'~ LL~'~L~e:J'W ue:J'ItJ~1l.J ue:J'In'W LLm'll ~'W'V'l tJ"J1utJ~1l.J LL"'~lJ1Bu1~ L~e:J{'Inhl.lml'lt.J 
~ ~ 

0l.Jw-J'I~ 11'1 t1 LU~1~e:J V1'1 ~'11m'I~1'1'1~'W~1'W~~1A 'lJ'llfl'IU"J~ L Vl\'1 ~e:J'Iijm1l.ll1''WA'IU"' Bl'ln t.J~'IV11'1 m t.Jm~ 
LL"' ~ f111l.Jl1'WA'IU"' e:JI'!Jl ti'Vl1'11 'IlL ue:J{~1 tl 

l£1.1El ~m'Wn1'H\J (LilVl1~) fl1t.JL 'WU~~L'VlA 

1'Wu l!:><tbo ITU 1~tJ"J~Li1'W Global Cybersecurity Index (GCI) 'lJ€l'IU'J~LV11'11Vlt.Je:J~"l'Wei''W~tJ~ \!:>\!:> 

\11n m~<t U'J~L'Vl\'1 L~mtJ~t.JuLVit.JunutJ"J~LV11'1~l.l1'Bn1LJn~l.ltl1L~ti'WLL~1 tJ~~LV11'11Vlt.Je:JVeJ'W~tJ~ rn ~fl'l , ~ 

\11 n~'IAL tJ{ LL"'~l.J1 L"' L~t11 'Wi11~~1l.JJ'W 1 Vltlije.J"'U'J~ Li1'W~1'Wf111l.l~1'€ll.l 1 'lJ n1"J1'uij€l.tl tiA nA1l.JV11'1 L VlA'WA , 
~_, LL~ ~'l'll11'1 m1l.l~1'e:Jl.l~1'W m"J~I'I~'Ie:J'I A" m LL"'~'W 1vu1 t1 ~ 1'\J m~-rn~1m1l.ll1'W A 'It!" e:JI'In t.JV11'11 '!!L ue:J { B n 
~ 

~'l~'l'lJ11'1f111l.J~1l.Jij€l~~,_,-J1'1mJ1 t1'11'W~'I1 'WLL"'~~1'1U'J~L Vll'11 'Wn1~~e:J~1'WJltJAnf11l.J 1'1!L ue:J{ , 
~_,J'W LLC-J'WtJ~u~ m~~1'Wm"J1n~1 m 1l.ll1'WA'ItJ"'e:J~'~nvuuud\l~~e:J'~l11l.J1tJ~u~ L ~e:J 1 ~ Lnl'l m~ 

tim~ ~u f111l.l~1'e:Jl.l1'uij€l n u uqj...,1Jl tl~ nml.l 1'11L UB{m t11 'WU'J~ L Vl\'1 ~'I LLC-J'WU~U~ n1 'J "1 ~'I n~11 \1 ~ 
U'J~ne:JU~1tl n1...,'WI'Ie:J'IAm1'Wn1'JtJ~...,1~~1'1n1~ Yi~'W1LL"'~~1'1'1f'i'nt.Jm~~1'W1'1lLUe:Jft'W'Vlni1~ ~1'1'1f111l.J , 
~1'e:Jl.l 1 'Wm"J1uije:Jnu.tlt~hL ue:J{VJmtJLL uu 1 ~L U'W 1 UlJ11l.ll.l1m~1'W~1 n"' ~1'1'1l.l1lJl"Jn1"J n"' 1nlJ11l.lmm~1'W 

, \J "" .. 

1 'W n1~tJnuB'ILA"J'I~1'1'1~'W~1'WV11'1~1~~'WL Vl\'1~~1 A' 'lJ Yi~'W1tJ1'utJ~ _, LLm 'lJ n{l...,l.l1 t~1'1l L ue:J{1 ~VI'W~e:J 
~m'Wm"Jru1"'n ~1'1'1f111l.J~1l.Jije:J~1'W 1'11L Ue:Jft 'WU'J~L Vli'1LL"'~~1'1U'J~L Vl\'1 LL"'~~1'1'1fli1Al.l tl'WLL"'~tJ"' n~'l1 ~ 

~ , ~ 



m.l!l.@ oU€ll.J~aCi ~Ji' Vfl n f11l.l'V11'l1~L ueJ{ 

oJ~~L 'V1P~1 'VltJ'i.J~~?lunuL vt~fltJA nA1l.l'V11.:~1'11L ueJ{1 u~n'l3ru~~f1~1tJnu~1.:~oJ~~L 'VIP~ "il1n 
' ' 

oU€Jl.ln~Ci~~1 'Vlm'B{~ (ThaiCERT) G11un.:~1'W~\9lJ'W1li~m~l.l'V11-:JBL~nmeJi1n~ (eJ.:Jrln1~l.lvt1'll'W) m~'Vl~'N 
" ' 

~~~n b ~mP1~'13~n"il bbn ~"'.:!fll.l ~1U~1l.lbb?l V1.:!U~l.l1rubLn~U~~ LJl'Vl'll el.:! L vt~fl tJ Anf11l.l~Hi'1'u LL ~.:! 1 u•th.:!fl~.:! bb ~ n ... ' ' 
'tJeJ.:~tJ l!:lctVC9l ~u1111 t~AnA1l.l 1'11L ueJ{~LnVJ~uiH).:~ C9l, -o~@) A#.:~ 1V1 t~oJ~~ Ln'Vl'tleJ.:~ilt~AnA1lJ~ LnVJ~uoJ~mru 

' ' 
~.:~ 11ii'LLn Intrusion Attempts AVJLU'W~eltln~ 1!:>~ Fraud AV1LU'W~€Jtln~ l!:lb Intrusions AVJLU'W~eltln~ (9)~ 

Malicious code AVlbU't.J~eltJfl~ ~ Information security ~eltln~ 1!:> 1V1tJ~bvt~mtlullt~~nf11l.llii'1'W~'W1 
~.:~tfu~l.l1ru'tJeJ.:! Intrusion Attempts bbn~ Fraud nu~l.J1ru?l.:~Ln'Wn11~€Jtln~ cfo 'tJeJ.:JfltJAnfl1l.!U~~bJl'Vl 

" ' 
d d .. "'"" .... ... 1 !'I :;'1 " ' 1 tJ €J'W1 bl.!Vb'VltJU?lfl ~n1~LnV1JltJ~nfl1l.l '1lbU€J~b't.Ju ~.Pl . l!lcfbo Lbfl~ ~ . Pl. l!:lctbe9l bLfl1~U11 't.J ~.Pl . l!:lcfbe9l 

nu~l.l1nJnV1n.:!"il1nU l!:lctbo ~.:!LnV1~'t.J..J1't.J1't.Jl..l1n~.:~ rn,l!lrnb'll fl#.:~ €J~1.:~1 ~nml.lfltJflnfl1l.l'V11.:!1'1lLU€J{v.:~ LnV1 
' 

~'WeJ~~neJVJL 1m 1V1tJ"il1n11tJ.:J1't.J?lCi~'tJeJ.:J ECSIRT.net ~u11 oJ~~b 'V1P11 'VltJV.:Jfi.:J~VleJ ~1 'W"11ii'u~u., 'tJeJ.:J 
" " I 

U~~b 'VlPI~LnVlfl tJflnfl1lJ 1'11L UeJ{ 
' 
Lb 'W11 Ul.Jn1~ 1 "ill.J~'V11.:1 1'11L UeJ{bnVJ~'t.J nuwt.htJ.:J1't.J'tJeJ.:J1'~ bbfl~ Leln'll't.J n~1 tl.:l1't.J b vt~m~ru~ ... ' 

LnV1~'WeJ~1-:J~m~eJ.:!~.:!bb~U ~.Pl . l!l<fcfcf nm~1-lf15m~ Phishing vtnelnbell username LLn~ password 

ucy~L~u~hn vt~m"il1~~~uuL~mL?lVJ.:~m1l.l?l1l.l1~m~vt11.:~LL~mneJ{nuLeJ.:~ ~eJl.l11u·th.:~tJ ~.Pl . l!lctct-o L~l.l 
L~um~H15m~ DDoS hl.l~"B~n"ilm~L~'WLLn~m~n.:~'Vlul.l1n~u 1V1t~nm~~.:JBLl.ln~hl.l~~1.:~vtu1L~m~tJn 

' ' " 
L~'WLLnnnum~1lJfln hl.J~ 1V1t~'ll1.:~~LnV1m~ 1"ill.l~LL uu ooos L tlu'll1.:~~~ tJ~L 1n1L~tJ1nunum~~hlJ~ 

" " 
?lmuum~L~'W~11nn LLn~1utJ ~ . Pl . l!:lctct~ ~Lvt.UeJueJn"il1nm~hlJ~Ii11tJ15m~ DDoS ~~ul.nn~u v.:~~u 
n1~ 1-lfl1n LL 1{~.:~ 1 't.J~U bb U\J n1~ n~~"il1 tllJfl LL 1{ L ~m oU1~~?l~\JoU€Jl.Jfl 1 't.J bfl~ tl.:l'tJv.:l b Vl~v Vl~tl n1~flv\J~Vl ~.:I 

" " 
l1n LL 1ft u~LvViLBlJL~vfi1\Jfll.Jm~~1m~u LLn~1 utJ ~.Pl. ~£Jeter~ LnVJL vt~m~ruG11f1ru~v111 ~vt~1t~.:~1u1'~ 

'\J , , fJ ... 

LLn~ Lvn'll'W'tlv.:J 1 'VltJ~~~vtun~.:~e..mm~'VlU'tlv.:~ll t~flnfl1l.J 1'11L uv{mn~u AeJn1~'tJL"illJ~li'W1f11~ 1 vtrulii'1t~15m~ 
' " " 

DDoS ~1l.J~.:Jn1~U~'t.JL~'t.J"il1 n~ LvVi LBlJ bbfl ~n1~ hlJ~U~m~G11AfiJ'tJv.:J1'~ vl11 mlJ?l1lJ1~fl1 ~'U~n1~ 11ii' b U't.J " " ... 
b1fl1Vlfl1tl-&11l.J.:J 

~.:~if ~'t.Jb Vl~"il.:! 1"iJ 1 'W n1~ 1 "ill.J~fl tl'V11.:! 1'11L uv{'tlv.:!U~~ L 'V1P11 'V1 tJ 1l.JL 'll btl~1~c.moJ~~ 1t~'ll"liV11.:! 
'" 

m~L~'W LL~v.:~HL U'WLfl~eJ.:~nv1 um~LL?lVJ.:Jvvn'tlv.:~mA'i.J~~'ll1'll'W t~n~1v~1.:~L'li'WLvt~m~run~lJ Fer Army ~ 
1"ill.J~ L iu 1'1l~'tJ€J.:!Vl~1 tl.:l1't.Ji11fl1'~ L ~v.:!"il1 nnm1lJVl11m~ LL 1-:ll11'~U1fl"il ~11\'1 b i1't.J n1~1 't.Jb~v.:l Single 

gateway L ~eJiii'n1'u.u'vl;jn'tlv.:JU~~'ll1'll'WU'WB'WL VleJ{L tJ~ m~m~v111ii'.:~ n~11 L tlum~LL?lVJ.:Jvv n L :a.:~"'cy~ n'l3ru 

~.:~~.:~VJnm~Vlu~vm1lJL ~mruLLn~fl11lJ~1L ~eJ~eJ 1 um~<UtJLA~vuoJ~~L V1P~1 VltJ 1 ut~A~~~" 
' 

1 ""1 " .!/ 0 .., l!l .l!l .l!l n 1 ~ "ill.!~ fi''H a~ 1 'l VI tHi 1 'U a 1 fl ru 'V11 'l a 1 ~a 'U L 'V1 1'1 (Critical Information "' ... 
Infrastructure: Cll) '!J€1-:Jth::L'VlA 

n1~ rl1Vl'WV11m.:~?l~1-:l~'t.J~1't.JG11AflJ1 't.J'Vlfl 1 tJU~~ L V1Pinfl11l.J bb~ n~1.:1 numl.JU~U'Vl'tlv.:J 
oJ~~L VlP~Ju., L'llu 1 'W?lVl1'~ml.l~m n1Vl'WV1n~l.J 1m~?l~1-:J~'W~1't.JG11f1n1..j'1u1u C9lb n~l.l 1 't..l'tlru~~oJ~~L'VlPI I .-... , .-... ·~ , 

eY.:~ n~'l3n1vt'WV11i'..S1'W1'W ~ n~l.J vtmtJ'i.J~~ L 'V1PI~~~vtun~.:~m1l.JG11r1cy1 um~oJmJv.:~ 1A~.:J?l~1.:~~u~1'WG11r1cy 



I 

L ~v'l~1n 1m..:JG'f~1'l~'U!1'U~1ri'qJ'Uv'lu~~ L 'VlP~ Lnvl'IJqJ'VI1~'U hlG11l.J1~(11-xu1m~ 11'11'11l.Jun~~~Lnvu:.JG'1m~'Vlu 
1 'U'N n1'1 'l ~ tl~i \J1 LLG'1 ~'Vl1'Yl ~ ~'U~'l ~ ~ ~ 'l C.J G'1 ~ tl Fl11l.JU G'1 tl tilJl E.l'U tl'l U ~ ~'1l1'1l'U LLG'1 ~ Fl11l.J ~'U Fl'l 'Vl1 'l bPI~~~ n~ 

"' 
~1'VI1'u u ~~ L 'VlP~1 'Vl E.JtJl1l.JYl~~~1'1ln ~~~ m-J11'11 E.Jifim~u~v ~Jl'E.J1 'Um~vhq~m~l.J'Vl1'l 

~h~n'Vl~vDnG1 Yl.PI. l£)ctctm 11'ln~11~'l "1A~'lG'f~1'l~'U~1'U~1ACU'Utl'lU~~L 'VlPI" (Critical Infrastructure) H .. " 
11u~~~1V!tl1 E.J'l1'U'VI~tltl'lAn~ 'VI~tl~1'U'l1'U'VI~'l~1'U'l1'U11'l'Vtl'l'VItl1 E.J'l1'U'VI~tltl'l 1'1 n~ ~'ltnm~l.J'Vl1'l 

' ~~ c:t. f' I ~ 4' odi I I odi 4' ~q d d I 

m~ n'Vl~tJ 'UnG'f'Utl'l'VI'U1 E.J'l1'U'VI~tltl'lA m 'VI~tJG'f1'U'l1'U'Utl'l'VI'U1 E.J'l1'U'VI~tltJ'lAm'U'U l.JC.J~Ln E.J1 L 'U tJ'l\J1tJAJ1l.J 

~'UA'l'VI~tl~tlG'f1Li1~ru'll'U 'VI~tlfl11l.JG'f'l'U L~ E.l'U~tl tJ'Utl'lU~~ L 'Vl PI A1~11'l bbe.J'U m~1''U~tl rl'UJl tJAnA1l.J~ii~ tl 
' 'i' .., J' ~ "" .1 'i' .., J' ~ "" .1 

~Fl~'lG'f~1'lYl'U!1'U~1Flqj'Utl'l u~~b 'VlPILL~~ ~Fl~'lG'f~1'lYl'U!1'U~1Flqj'Vl1'lG'f1~G'f'Ub 'VlPI'Utl'l u~~L 'VlPI 

n1~ 1 ~l.J~~v1m'lG'f~1'l~'U!1'U~1A f!J'Vl1'lG'f1~G'f'UL 'VlPI (CII) 'Utl'lU~~ L 'VlP11 'Vl v11'i'LLrl ~~'U'U 
1-xu1m~'Vl1'ln1~L~'U m~Li'U1A1~ G'f1Li1~ruu1fiA m~'U'U~'lLL~~1G'1~G'f~nG1 u1m~G'f'Uf11Yl Yl~'l'l1'U m~ 

'IJ ' 

~tlG'f1~ 1 'Vl~Fll.J'U1Fll.J b U'UJltJAnA1l.J'Vl1'l1"llL 'Uvi nv1-xLnl'le.J~ m~'Vl'U~~'Ubb ~'l1 'U1'lnl1'lbb~~G'f1l.J1~(1G'f~1'lfl11l.J 
' ' 

b~tJ'VI1tJ~~1 tJbb ~'l ~tlLG'f~tJ~fi1Yl'Vl1'lLPI~~!n~ ~'lfll.J LL~~Fl11l.J~'UA'l'Utl'lU~~b'VlPI ~'ltl1~vi11-xu~~L'VlPI~qjL~tJ 
m1l.J11'i'L u~vu 1 'Un1~LL'll'loV''U'Vl1'lm~A'11 'WtJ~ml'l1~n vh1-xu~~L 'VlPI'U11'lm1l.JL~tJ~'W1 'UG'f1tJ\J11U~~'ll1Al.J 1~n 
'VI~vu~~'ll1'1l'U~1 1 u vi11-xm~u~u~'l1'U'UtJ'lU~~ L 'VlPI tii'v..:J'VI~I'l'll~~ n ~1l.J~'le.J~m~'Vl'U'Vl1'ln~'VIl.J1 tJ~~tii'v..:Jii 
m~vh L tJ'Un1~'Vl1'l nn'VIl.J1 tJ n1~~'l1 'Vl~~ nm 'VI\J1'VI~tltJ tJ'l~'l LG'f1l.J 1-xLn~m~m~vh m 1l.J~I'l'Vl1'l1'1lL 'Uvi dJ \1 , , 

u~~L 'VlP11 'VltJ 11'i'u~~G'f'Url'UL 'VI~m~ru m~ 1 ~l.J ~'Vl1'l1"l1L uvi~v1m'lG'f~1'l~'U!1'U~1Aqj (Critical Information: 

Cl) LL~~1A~'lG'f~1'l~'U~1'U~1ACU'Vl1'lG'f1~G'f'UL'VlPI (Critical Information Infrastructure: Cll) lii''lif .... " 

• iJ(l'U1tJ'U l£)ctctct m-xu1m~~v11'1Ll.J'W1'VltJ (.th) (lnL~1~~~'\J'ULL~~LLm'UoVvl.J~~v~ 
, " " 'U \.1 

L1u1"ll~'UtJ'ltJ'lAm1'VIqi'VImmL,_.,'l 

• nl.lfi1~'U5 l£)ctctb n1~1~l.J~ DDoS tJ~~1~'VI~n'Vl1'Yl~ hl.J~ DDoS 1111vn~l.J 
' ' 

Anonymous nuL1u1'1l~tJ1~11'l'VI~n'Vl1'Yl~1 'Uml.J1n1 Lm~tJ ~1l.J~'l1 'VlE.J vh1-xu1m~.U~-b'v'l'VImtJi11l.J'l 

LLG'f~'l1-xL i1'U~'le.J~n1~'Vl'Uvl1'ULPI~~~n~ .... 

e tJ~mAl.J l£)ctct~ ct Li'U1Fl1~Yl1ru'llv11'11'uBLl.J~'lll.l'll L~tJm~'ULU'U Bitcoins L~tJLL~nnu 
' 'IJ 

m~hJ(lnhl.J~ DDoS ~1nn~l.J Armada Collective ~~L~l.Jtii''Um~'VI1~tl'Utl'l CEO Financial Sector L~tl 
'IJ ' ' 

1'u~tJUqj'VI1 Cybersecurity 

e ~'l'V!1Al.J l£)ctct~ ATM 1£)<9) tii''Uv'lli'U1A1~tltll.J~'U(ln hl.J~I'i'1mJ~LniLL~~~tJ'U'U 1l.Jm~'U 
" 'IJ 

<9>1£) ~1'U'U1'Vl lJ~Lni~Yl'UA~1tJrl'Um m~l.J~ ATM 1'W 1tJi'w)'U1 'UUL~tJJrl'U 

• 

<V ol < <V .,j I 1 < ..,j I .. 

Li'U11Fll.J l£)ctct~ u~1n£Jn1~t:U'Vl1'lG'f'lFll.J'VlbbG'f~'ltltlne.J1'U '1lb'Utl~ bl.Jtln~l.J "Yl~bl.Jtl'l 

~vtii'1'U Sinsle Gateway #opsinslesateway" ~ru~'lA1-xiim~hl.J~ DDoS nuL1u1'1l~'Utl'l'VIU1E.J'l1'U'Utl'l 

-r~ vi11-x'VIG'11E.J~~'U'U~1ri'n I'UtJ'l1'~<V'I'l-b'm LL~~Yl'Un1~L~1~~1'UoVvl.Jm ~tl h~m~l.JoVtll.J~l.J1LC.JtJLL Yl~ ~1l.J~'l1 <ff 
011.1 "t cl.l 011.1 \1 \1 

u~lliim~'ll11G'f1~ 10 1 'Un1~~1'1A1 1l.J U1L~v~tl'Uv'l1'!'U1~ 
e mnn1Al.J l£)ctb<9l m~h~m~l.JoVtll.J~~nA1~'UL~tl~tJ~mf'i'E.J'Utl'lli'U1A1~m'l1'VltJ LL~~ 

dJ " \1 \1 , 

oVtll.J~ ~ nA1'U1n1~'VIU'l~tl ~1U~~ rl'U'Utl'lli'U1Fl1~n~m 1 'Vl tJ ~'lbblJ~~ hJiil.J~rhm1l.J L~tJ'VI1 E.l L U'Uvl1 b~'U LL~ n 
'IJ " 'IJ 



nTn11LLt:J\J 1 tJ~mTu5'11~~::: hJ~1l.!TH1vl1L u\J n1~ 1~vnm~ flm m~1\Jfl11l.ll1\Jfl.:Jtl~e:JI'ln ~ 
Y11.:J 1'lfb 'Ue:Jil]hJ b ~ ~Wle:J Vl~e:J hJi1fltwfl1'\"l '\.J~,;'Yl fJ fl~1 mu-b'1l.l'1l1~VI~1 ~ bb l-1.:1 1~tJ~::: LiJ't.Jfl1~'U11'1 bbfl~\J , ~ 

uflmm~1\Jfl11l.ll1\Jfl.:Jtl~e:JI'ln~Y11.:J 1'lfL ue:Jihfl \J~PlY11.:JL~mn\J ~.:~~e:J 1~11L U't.JUruV11~:::vi'u 1~ n 1 \JU 'l"l. Pl. , ~ 

~ctct.-l i1~1 ~.:!1\.1~1 nu~,;'Yl :a~1n 11~1 1~ fl'U11'1 LLF1~\J'\.JF1~1 m~ 1\J fl"l1l.ll1\Jfl.:JtJ~e:J l'ln~Y11.:J 1'lfL u e:Ji , 
tl ~:::l.l1ru @) ~1\Jfl\J 1't.Ju 'l"l .Pl. ~ctct~ u~,;'Y11"1ll.l1\JLYlflvl1\J1~11~:::l1m~'U 11'1LLfl~'t.Jtl~:::mru CS> .ct ~1\Jfl\J 

LL~:::1\JU 'l"l.Pl . ~ctct~ ~l.Jlfll.l~!?1~1~~e:J'\.JLL~:::mufll.J~:::'\.J'\.J~1~~\JLY11"1 (ISACA) 1~vl1\J1~11~:::i1fl1~'U 11'1 
~ , 

LLfl~\Jtl~:::mru ~ ~1\Jfl\.1~1~1'11\Ju 'l"l.Pl . ~ctt>o u~,;'Y11'lfL'Ue:Ji<iJLA~1~~n\JL~e:Ji~v\'1\J1~11~:::l1m~'U11'1 . , 

Lbfl~'t.Jti.:J g] _ct ~1\Jfl\J LL~:::1't.Ju 'l"l .Pl . ~ctbCS> ~1flfl1~tl~:::LiJ't.J~1\Jd\J~ffi~~'\.JtJ~:::fl11"1U~D!?1~i'1l1~'1"l CISSP 
~ 

(Certified Information Systems Security Professional) ~.:JLU\Jtl~:::fl11"1U~D!?1~~1~~'\.Jfl1~~e:Jl.l~'\.J~1 
1~fl 'l"l'U11tl~:::LY11"11 Yl~i1~ffi~~'\.JtJ~:::fl11"1U~D!?1~L ~~.:) ~o<r fl\J Ue:J~fl11~.:Jfl1 ui (CS>, DDCS> fl\J) LL~:::l.J1Lm<il~ 

~ 

(g]oo fl\J) vi'.:~J\J ~.:Ji1fl11l.l~1 L uwife:J.:J~oo.J\J1'\.Jfl~1 m~1\Jfl11l.ll1\Jfl.:JU~e:JI'!Jl ~Y11.:J 1'lfL 'Ue:Jim~ 1 \JU~:::L Yll"l , 
e:J~1.:JL ~.:!~1\J L ~me:J.:J~'\.Jfl11l.l~e:J.:Jfl1~~.:~1 \JU~~D\JLL~:::e:J\J1fl!?1 , 

vr.:~J\J fl1~~oo.J\J1'\.Jfl~1 m~1\Jfl11l.Jl1\Jfl.:JU~ e:JI'!Jl ~Y11.:1 1"llL '\.Je:JTI ~ L ~~.:J'\"le:J~e:JflJ1lJ~e:J.:J fl1~ , 
L U\JL~e:J.:J~1L U\JL ~.:1~1\J L ~e:J'I"l~e:Jl.l~'\.J~e:Jn~flflfl1l.l 1'lfL ue:Ji~Y11m1l.l~\JLL ~.:J~.:J~\.1 1 \Je:J\J1fl!?11 \JYlm:::vi'u ~.:~ LL~ , , , 
~:::vi'utl fi'\J~m~ ~'t.Jti.:~~:::vi'u ~u~VI1~ ~.:~1 \J L :a.:~u~m ruLL~::: L :a.:~fl rum'l"l ~1l.l~.:~m~rhVI't.JI'l\J 1~u1mL~::: 

~ ~ , 
l.l1mfl1~~U'\.J~\J\J LL~:::~~1.:1 LL ~.:J~.:JhA1!?1e:J'\.J LL Yl\J~LPl~G'11VI~'\.J'\.Jfl~1m~1\J1'lfL 'Ue:Ji ~1l.Jti.:J't.J 1~'U1~fl1~ , ~ , 
~ oo.l\.11 ~ fl ~ fl1 'l"l'\.J fl ~ 1 fl ~ LL~::: ~ ~ 1.:1 fl1 1l.J !?1 ~:::VIU n1 ~ LLntJ ~::: '1!1'1!\J Vl'f1 fl ~ !?1 ~ 1 \J ~ fl1 \J Pl fl~1Yl fl ~::: vlt1~1~ , ~ , 

l£l.l!l.a:' fl1JVIl.l1 ~ 1~fl~e:J'Ufl ~l.Jfl1'~vl1 L U'Ufl1~VI~B 1~~BI'l ~tltl'U b Y1 flb 'U b~V~Woo.J\J1B ~1.:1~11'1 L ~1 

u~ ~'11\Ju'J::: L Y1 1"11 Y1 ~l1 fl!JVIl.l 1 ~VI~ 1 ~ o'\Ju n1VI\J l'll.J1 (?1 'j n1 'J~1\J fl1'J~ n~1 fl1 1l.Jl1\J fl.:) 

tlm:JI'!Jl ~Y11.:! 1'lfL tie:J11~ Lbn fl1JVIl.l1 ~11~1~~'Jm~l.!Y11.:J~JL~ flYl'Je:JUfl~ ~'I rl1VI\JI'll.l1mfl1~L ~e:J~I'lfl11l.!L~ ~'I 
LL~:::v\'11 ~ Ln l'lfl11l.!U1 L ~e:J ~ e:J~ e:J fl1<J1-if.:J1\J 'J:::tltl fle:Jl.l~1 L!?le:Ji LL~ :::B\.1 L Y1 e:Ji L ij !?11 \J fl1'Jvl15'J fl'J'Jl.!Y11.:J , 
BL~ flYl<Je:Jun~ n~VIm~11~1 ~ m<Jm:::v11m1l.l~~'~Y11.:Jfle:Jl.l~1 L!?le:Ji ~.:~n1VI\JI'ILJYJ~.:~ 1 YJ~G'11VI~um<Jnv 
e:J1'1l(\J1 fl 'J'Jl.lfle:Jl.l~1 L!?le:J { fl~VIl.l1 ~vl.:J fl~11fl'Je:Jtlfl ~l.l 1 \Jt11.:JiJ ~'Ue:J.:J fl1'J~ fl~1 m 1l.ll1\Jfl.:JU~ e:JI'!Jl ~Y11.:! 1'lf 

L tle:J{ Lb~::: L Ylfl1 \J 1~~B\JL Yle:J{L {j!?ll] fl1'JL~t11V1 LL~ :::l]~oo.J\J1e:J ~1 'l'J11'1L ~1 fl~VIl.l1~~1.ijt \Jfl1'Jrl1tltl~ LL~e:J1~~::: 

1l.J~1l.l1 ~flD.:!Atl 1-ifVI~e:J hJ~1l.Jl'Jflrl1 tltl\11 LL~ nu~fl1'\"lUruVI1vl.:J fl~ 11 1~ L ~\J fl1'J1-ifL~\J~ fl~ ~~~~ Vl~e:Jfl1 ~ 
~ ~ , 

L -if1<J'I-1~-b'm.J~~l]fl11l.l~tl~e:J\J LL~ :::iJ1~~flrl1VI\JI'l~1flfl~VIl.Jl~fl1 ~1 \JU'J:::L Yll"l v\'11 ~fl1fl~~hJ~1lJ1'Jfl 
m1~~e:Ju fl1<Jvl1L u\J m<Jm ~1~n~m<Jl.lvi'.:~n~11 1~ LL~:::n~VIl.l1 ~e11~~::: 1JJLtm51't.J1 ~1 't.Jfl1<Jvl1L u\Jm<J 

fli1VIlJ1~Y11.:1~1\J 1'lfL uvi~.:~~v.:~i1m<Ju~u<JuLL uu1 ~~\J~lJ~e:J~L U't.JU'J:::~1 11'l~u~u1 ~~e:JI'l~unuL Ylfl1 \J 1~m~ 
d.J ~ ~ 

d ~ < f l ~ 0 .., 1 " d ., 1 ..,.., Q 

L \Je:J.:J~1flfl~VIl.Jl~ b'l! LtlmL u\Jfl~ bfl~1fl(\J \Jfl1'J~'J1.:Jfl11l.JL 'tle:Jl.J\J Vlflti'J:::LJLJLI"l~~~fl~ LL~::: 

~.:Jfll.J~~~~ tJ~::: b Yll"lfi fl~1 VltYe:J~1.:J~VI~~VLlJ~fl1 ~\J 'J1lJ~.:JtJ~::: b Y11"11 \J~ htJ LL~:::m b:g~\J~1.:Ji1fl~VI l.Jl ~ 1'1! 

L uviL U\J fl~VIl.l1~fl~1.:J G'11V1~t1tJ<J::: L Y11"11 Y1 ~ 1~l1m~ L!?1~~l.lfl"l1l.l'l"l~e:Jl.l 11'1 ~ fl1'J~I'lvl1 fl~VIl.l1~ nm.:~ L ~e:J~LL~ 

I I 
I 
I 



I 

L ~tl.:J fl11l.J~'U fl.:JU (1 tl~Jl tJ 'V11.:J 1 'll L u t~i 'U tl.:J tl ~~ L 'V1 PI ~ tl ~1 .:1 ~~ ~ ~1'llU ty rQ'~-J1 ~1 tJ fl1 ~-r n 'l!f1 fl11l.J~'U fl.:! 
U(ltl~JltJ'V11.:J1'llL Utli ~.Pl .... L ~mJtl.:Jtl'U -ruiJtl LL(l~(l~fl11l.JL~tJ.:J\l1flJltlflflfl1l.J'V11.:J1'llL Utli iJ1 ~Lii~~(l 

' 
n~~'V1UtJltlfl11l.J~'UA.:J1 'U~1'UtJl1.:J 1 ~1l.J~.:J rhv'l'U~ 1 ~iJvnhtJ .:J1'U L ~t~-ru~~'lltlU 1 'Um~v1'1 L U'Un1~tl~~G't1'Un1~ 
tJ~u~.:~1'U~1w1'U~.:~mfl-r! mflLt~n'll'U LL(l~mfltl~~'ll1'll'U 1 'UG1m'Um~ru.X11 tlV1~t~"m'Um~runt~t1lt~m1l.J 
~'Ufl.:J l'l(lt~~\l'U ri1VI'U~ 1 ~li LL~'Utl~u~ m~ LL(l~l.J1mm~~1'U m~-rn'l!f1fl11l.J~'Ufl.:Jtl(l t~~Jl' tJ'V11.:J 1 'l!L ut~i t~ ci1.:~ 
iJ Lt~n m~ LL(l~ tJi m ~ t~.:~ eJ'U\l ~vh 1 ~m ~u t~.:~ n'U LL(l ~ m ~-ruilt~ nunt~ fl n fl1l.J'V11.:J 1'1! L ut~i L U'U 1 tlt~ ci1.:~li 

' 

1 'U'll ru~~ n~VIl.J 1 tJ m~-rn'l!f1fl11l.J~'U fl.:JU(l t~~Jl' tJ'V11.:J 1"1! L ut~it~ ~~~VIl1.:J m~v1'1 L U'U m~ m~ 
~LL(lfl1~-rfl'l!f1fl11l.J~\Jfl.:JU(ltl~Jltl'V11.:! 1'llL ut~i'lltl.:JU~~L 'VlPl \l~tltJL 'Ufl11l.J-ru~~'lltlU'1Jtl.:!VItJ1tJ.:J1'U ct VltJ1tJ 
~ ~ 

1~LLrl 

m. VltJ1tJ.:J1'U~~vlU'U1tJU1tJ 1~LLrl Ml1fl11l.J~'Ufl.:JLL'IA.:!'ll1~ (G'tl.J'll.) LL(l~flru~m~l.Jfl1~ 
Ll'l~tll.Jfl1~~1'Ufl1~-rn'l!f1fl11l.J~'Ufl.:JU(ltl~Jl tl'V11.:! 1'llL UtliLL 'IA.:!'ll1~ L ~tl1 ~tJ~~ L 'V1P11 'VltJiJfl11l.J~~tll.J G't1l.J1~(1 
tJ flUtl.:J Utl.:J tl'U LL(l~-ruilt~nuG'tm'Ufl1~ru~1'UJl tlfl n fl1l.J 1'llL Utlit 'UG'ICI1'Ufl1~rutln~ G'ICI1'Ufl1~rueY'UL U\JJl tJ 

' 
tJltlfl11l.J~\Jfl.:J LL(l~~m'U m~rueJ'U L U'UJl tltJltlfl11l.J~'U fl.:) tl ci 1.:1~1 tJ LL ~.:) l'l(ltl~\l'U Ll'l~ tll.J LL~'Utl ~U~fl1~LL(l ~ 
l.J1 l'l~ m~l'ltlU~'Utl.:J~1'Ufl1~-rn'l!f1 A11l.J~'Ufl.:JU(l t~~Jl' tJ'V11.:J 1'llL ut~i~ L U'Ufl(11nmufll.Jm~1-tle11'U1\l L U'Um~ 

' 
QJ ~ ,;j 1 V !:'1 ~..,j <> ~ 1 V I ""•I ~ <> 

Ltl~1~1'11m~~Ufl11m'ULL ~.:J'Utl.:JG'Im'Un1~ru L ~tl VIG't1l.J1~(1LLfl ~'UG'IC11'Ufl1~fiJ'V1Lfl~'U'U ~tltJ1.:Jl.J u~~(I'V15i11~ 
' 

~~ I I ,;j 
LL(l~L u\JLtlfli11~ LL(l~tltJ1.:Jl'ltlL 'Utl.:J 

l!:J. m~'V1~1.:J~~Yl(l L ~tlLPl~'l!f~il\J LL(l~~.:Jfll.J ~~1.:1 fl11l.J L ~tl~'U'V11.:1~1'U1'llL Utl{ n1VI'U~ 
"' 

'U 1tJU1 tJ LL 'U1U~U~ LL(l~l.J11'1~!1'U~1VI-ruVItJ1 tl.:J1'U'1J tl.:l-r!LL(l ~ Ltl fl'll'U ~ LL(l n1~Yi1~~ m~l.J'V11.:J ~ L~ fl'Vl~tlU n~ 

1~iJfl11l.J~'Ufl.:JU(ltl~JltJ iJ1'Vlm'Bil'l~'li1tJ~LL(1JltJflflfl1l.J1'llLUtli l'l(ltl~ !!:Jet -&11l.J.:J LL(l~iJntl.:JU.:JAUfl1~ 
~ ' 

• I • I 0 
"' ,J QJ 'i 'i "" (• I ) ,J ~I "QJ 

u~1U u~1l.Jn1~m~'V11fl11l.J~~Lfltl1 flUtl1'llty1m~l.J'V11.:JL 'Vlfl ~ 'U ~(ltJ utl'Vl . 'VlL u'U~~fl'l!f1fl~VIl.J1tl 

rn. Vl"t.JJ tJ,:j 1'Uri 1 nu~ LL(11fl~.:JG't~1.:J~'U~1'U~1 ri'ru'V11.:1~1~G't'U L 'VlPl ((I I) U\l\JU'UliVItl1 tJ.:J1'U 
\1 .-.. "' , 

rh nu ~ LL (11fl ~.:) ~ ~ 1.:1 ~ 'U! 1\J ~ 1 A ty 'U tl.:) tJ ~ ~ L 'V1 PI L 'li'U fl ~ ~ 'V1 ~1.:) ~ ~ .:).:) 1\J n ~ ~ 'V1 ~1.:) ~ 151 ~ ru ~ 'U 

m~'V1~1.:Jl.JV11~ 1 'Vltl 5'U1fl1~LL 'IA.:~tJ~~L 'V1P11 'V1 tJ ~1tJfl.:J1'UflfiJ~ m~l.Jfl1~fi1tlUVI~fl'Vl-r~~ LL(l~l'lm~VI~fl'Vl-r~~ 

(~1t1n.:~1'U n.(l.l'l.) ~1un.:~1'Uflru~m~l.Jm~rhnuLL(l~~.:~ LG't~l.Jm~tl~~nt~uu~n\ltl~~nunt~ (~1t1n.:~1'U fltlJl.) 
' 

~fi1nU~LL(1VItJ1 tJ.:J1'U 1 ~iJLG't~tJ~i11~ 1 'Ufl1~vi1.:J1'ULL(l~fl1~ 1 ~U~fl1~ hi't~V1.:JtJltlL ~tl.:J 
~ 

ct. VltJ1tJ.:J1'U-rn'l!f1fl11l.JG't.:JU L~tJU ~tltli11tJ1'UtJ~~L'V1Pl L'li'U ~1tJfl.:J1'U~1~1\JLL'IA.:J'll1~ ml.J 

G'ttlUG't1'Ufl~'WLPl'l!f ~1~1\JG't1fl(l (Interpol) L U'UVItJ1tJ.:J1'U~vi1VIU1~Utl.:JU~1l.JiJ1 ~Ln~A11l.J 1lJG't.:~u Vl~t~lim~ 
m~vi1m1l.J~ ~1'11l.Jfl~VIl.J1tJ l'l(ltl~\l'U~~ml.Jtil1 ~ n ~~vi1 fl11l.J~~l.J1(1.:J 1 'Vl'l!f 1~ t~1~li m~ Ll'l~ tJl.J~~tll.J 

ri1~.:Jfl'Utl ci1.:~t1lt~ L ~t~.:~ L ~ t~~t~.:~-run t~fl nfl1l.J 1 'llL ut~i~'Vli m1l.J~'ULL ~.:~~'UL~tl t1 ., 
' ' I 

ct. VltJ1 tJ.:J1'U~1'Ufl11l.J~'U fl.:! ~.:I 1~'1! tl1 tl~'U~ m~-rfl'\!f1fl11l.J~'Ufl.:J LL 'lA.:~ -r~ 1 ~fl~tlUfl(ll.J~'U~ 
"' ' 

1'llL ut~i (Cyberspace) 1 'UU\l~U'Um~'V1~1.:Jflm 1 Vll.J fltl.:!Yl~1 'Vltl LL(1~~1l.JLV1~1Yl~ 1~~.:!VItJ1tJ.:J1'ULtl~1~n\l 
~1V1-rU~.:J fl~1l.J 1 'll L U t~i LL(l ~ij fl1 ~ Ll'l~tll.J~~ tll.J ~1'U rh ~.:I fl'U m~U1'U fl1~ LL(l ~ Lfl~tl.:JiJ tlLLtJl~.:J~ ~.:1'1!1 ~~tl fl1 ~ 



~VI ~~v~ ~ n 11'11l.J n!JVIl..l1 E.J n 11-r m~n fl11l.J ,t'U A~tl ~ vV~.fi E.JY11~ 1 'If L u v 1 L ~ v-ru ~ V~'Uv'U 1 'U n 11~u LA~ v'U'U LE.J'U1 E.J 

fl11l.J,t'Ufl~U~vVIJl E.JV11~ 1'1fL 'Uv11 U ~n11tllju~ n11~VI'Yll LLt..J'U LL~~'U LE.J 'U 1 E.J LL ~~'1!1~ LL~~ n11U1~611'Un11 
~1 L ii'U n111~w:h~111tl1 E.J~1'U~ L~ Wl-ilv~ 1 'U~ n~ru~v~ ~11l.J'U v~tl1 ~ L V1 P1 

'l 1 < !"I J' .,j .,11 " """" "" 1 "" d 1 " b~n 'l!L'Uv1bu'U~'UV1611511ru~V1 VIV1nfl'Ul.Jv611~ LL~~L611.f11~ 'Un11bb61VI~fl11l.JflVILVI'U '1! 
' 

~v6111rl'U LL~nLU~E.J'Ufl11l.J~ fl11l.JAVIb.;i'U VI~VLLU~U'Ufl11l.J61'U fl11l.JU'UL'Yi~ ~LL~~I'l~v1l.JLLv~~~bfl-&'U 
~ ' 

L'1uuv1V~ ~m1~fll.Jvv'U1~t1VI~1E.J1ULL 'U'U~LtlV~1 ~crt -il~1'ULL61VI~fl11l.JAVIL .;i'U L 'li'U lnstaoram, Facebook, 
~ ~ ::> 

Line, Youtube, pantip.com, sanook.com "1~"1 U1~LV1P11V1E.J~0-il~1'U~'ULV1v1d4~u1~l.J1ru cfG'Y ~1'Ufl'U 

~rn-ff~1'U Facebook ~1'U1'U cto ~1'Ufl'U rn-ff~1'U Line ~1'U1'U cf<9l ~1'Ufl'U ~~J'Un11~'0J~I'l1T'il61v'U 
~ ~ 

~VII'l1l.Joilvl.J~~Lt..JE.JLb~~vE.J1 'U~'ULV1v1d4m~~VIl.JVI LL~~~v1mJ (New media) ~n11'UE.J1E.Jtli'1mh~11VIb ~1bb~~ 
~ ~ 

~LL 'U1L 1J'l.J b ~l.Jl.Jln~'U 1 fi~ LL~'Jl 1'1fL 'Uv1'0J~Vh1 ~fl'U1 V1 E.J611l.J11t1L -iJ1fi~-ifvl;j~~~U1~ LE.J'1f'U1vll.J1 n~'ULL~ ~ 
61~m n~'U LL~1'1f L uv1v1'0Jfl n 1-ffL'Ll'W'liv~V11~~rnl.ltl1~61~~~61~1~ m 1l.Jl'U11 E.J~'Uth'U 1 ~nu"'~ Al.J L 'li'W n11 

~ ~ ' 
Lt..JE.JbL~~'li11LVi'OJ n111~~1E.Je:f~'U n11n1~~vn1~LL61"'~fll.J1~L-if11'0J~VI Vl~v61~1~fl11l.JLn~E.JVIotl~ L~vfl11l.J 

~ 

61'Un61'U1'U t..J~~v'U LL Vl'UY11~n11L~'U Vl~v~ll'lfllh~61~~~1E.J LL'V'U LL~~~~~t-1~ n1~Vl'U1'ULL 1~ ~vfl11l.J,t'Ufl~V11~ 
' ' ' 

m161~1~ m 1l.JI'l1~VI11 n L~e:J~.fi E.J511l..l'1!1 ~~1l.J L U'U'OJ~ ~ 1'11l.JVI~ n1'1f1 n 11 LL~~vl'1 E.J A ru~ n~ru~'Uv~~v"' ~ Al.J 
' 

vv'U 1~t1~611l.J11flm~'OJ1E.J 1 U1 'U1~n11~v~1~11V~L ~1 ~~J'U-rli'U1~ ~1Ltlwi1v~l.J1V~LL~tlnuv~ 111~v1~~um1 ... ~ 

Lt..~ E.J LL ~~oilvl.J~ eJ'UL U'UL Vi'OJ~Vl'OJ~~t-~~ m~Vl'U~vfl11l.J,t'Ufl~ ~1'U~vVI~v ~1'UV11~~'UL Vlv1 L Ul'l LVI E.J L0~1~~v 
~ 

... 1 (d. I I ..1 .J • I 1 v I !"I • I 0 " " v d 
61~fll.Jvv'U ~'UV1u1~'1!1n1l.J1 n n11fl1~VI'U~'1Jv~ u1~ L VlPl '1!~1'Uvm u'U u1~'0J1 l'le:J~6111~fl11l.J L 'Ul.J LL 'U~ Lb~~ 

~ 

Jlii ~l.J rl'U1 ~ rl'U n ~ l.J rn .v~ 1 'U ~'U L V1 v ·h ,J 1'1~ b u 'U n~l.J L~ E.J ~ LVI E.J LO ~ 1 ~ LEJ11'1f'U bb~ ~ b~ n ~ V~'U 1 Vll E.J1 ~ 
'\J , , '\J , , 

1'0J 11 ru ru1 ru 1 'U m1-ru-ilvl.J~'li116111'0J1 n~v"'~ fll.Je:Je:J'U 1~'11~ E.J1 n~v n11Yl61'0JU fl11l.J LLll'U fi1 fl n~ v~ 11l.J fi~ 
u \1 \1 \1 

L ~e:J~ 'OJ1 n.fi E.Jfl n fl1l.JV11~ 1 'l!L uv1 L U'UJl E.J611l.J11 fl~ ~ t-~~ m~Vl'U ~ vVl n111tl1 E.J~1'U V1 ntl1~ L V1 1'1~1 
' ' ' 

L~n LVIE.J 1l.l~'W1l.JLLVI'U'U11~~'U ~~J'Utl1~ L V1Pl1 V1E.J~1L U'U~v~n1VI'UV~n1v'Un11'Yll~1'U ~1vl'mru1n11fl11l.J 
~ 

~1l.J~v1~VIl1~VIt11 E.J~1'Ui11 E.J 1 'ULL~ ~Jl1 E.J'U vn tJ 1~ L VlPl~~ Jl1 fl-rli LL~ ~Jl1 A L v n'U'U L ~v 1 ~'U LE.J'U1 E.J LL~ ~ n11 ... 
tJf\u~LLuumru1m1~1l..lnue:J~~~1'UL~E.J1-ilv~VlnmA~1'Uv~1~'0J~~~~ L'li'U m1mru1m1m1~V~n11fl11l.J d.J '\J \1 , \1 

,t'Ufl~U~vVIJlE.JV11~1'1fL 'Uv1'llv~U1~ L V1Pl1 ~~~'U~n~1~1 'Un11i~ n111 ~'Yln111'\l1 E.J~1'UUljU~L~v LnVIL VI~JlE.J 
Anfl1l.J 1'1fL ue:J1~1'ULL 1~ 1 ~~n11'U~V111~VIn11fl11l.J,t'UA~tl~vV~JlE.JV11~ 1'llL ue:J1'llv~tl1~ LV1P11 'U~n~ru~11l.J 
' ' 
~'U~ L ~v 1 ~m1i~m11 uv~VI111E.Jtllju~1 tJmruLt-~:UqJL VI~Ji'E.J~nA1l.J 1'1fL uv1 ~tl1~~V16m~ LV~E.J1 ~~m1 
11 E.J~1'Ut..J~ n11tllju~~1'U~~ 1 'Ub :U~uv~ rl'Ubb~ ~ n11LbntJqJV11 1'11l.J m~'U1'U n11~tl1VI'UV~1 ~111111 E.J~1'U~ 1~ 1 

vh~ 1'U~1l.J rl'U ~ n11U1~611'U fl11l.J~1l.Jllv1~VIl1~Jl1 fl-rli bL~~ m fl bv n 'tf'U b ~ v fl11l.J,t'U fl~U~ vVIJl E.JV11~ 1 'lJ L 'U v1 ... 

I 



I 

~~1~ n" 1mhv'l-ruu ~~ ~1'W fn1~~-nJile:rn~vrhtm fl-r\1 m fl L 'iJ n'll'W LL" ~rn1~l1'WA~V11~V1VI1~ ~~~-n 'iJ'W m ~ij .. 
fn1~-ru~\1l'll'iJU~m1~fl~ 1 'Wm~-rn~1fn1~l1'Wfl~U"'iJI'lD fJV11~ 1'll L U'iJ{'U'iJ~Vl nmfl~1'W 1 'W~ULL uu m~ij~1'W 

• 'IJ 

~fl1'Wf11~tUQf1LO'W ~1~fi~fl1~fhlUI'lLL"VI1J1fJ~1'Wl'l'WL'iJ~ 
, 'IJ 

~1'iJci1~f11~U1'W lfJU1fJ "rn1~~1~lJ'iJfl1fl-r!LL"~L'iJf1'lJ'W" L tl'W n" 1mh•1t~J1 'Wf11~U~~L V11DfJ 

flf1fl1~ ~~nmh1 ~~ 1 'Wtl~~L Vlf'l~VI-r\1'iJ L~~mLL"~~VI~1'll'iJ1ru1~m m~L U'W~'W~1Wl1fl-r\1LL"~ L'iJ n'll'W~'iJl1 
, 'U .,.. , ..... 

L tl'W ·~1n\11'W~~11"i'ru' Vl~'iJ 'f'l'Wvn"1~' 'U'iJ~f!Vllif'11~l'li~1'Wfn1~tJ"'iJI'lDfJ1 'W 1"n 1'llL u'iJi m1~L U'W~'W~1'W 
~ 4.1 " , , 

Vl~'iJfl1~ij~1'W~1~ 1 'Um~-rn~1fl11~U"'iJI'lDfJU'W l"n 1'llL U'iJ{~~ 1 'W~~v1U'll1~ LL"~~~v1U'W1'W1'll1~ ll'lfJUV1U1Vl 

'U'iJ~-r\1 LL"~VItl1 f!~1'W 1 'Wm~-rn~1m1~tJ"'iJI'lD fJ 1'llL U'iJim~L U'W~'W~1'Wmfl-r\1LL"~mfl L'iJf1'll'W 1 'Um~-rn~1 .. . .. 
fl11~U" 'iJI'lDfJ 1 'W l" n 1'llL U'iJ{'U'iJ~U~~ L V1 f'lijVI"1 fJ LL~~~ -r!U1"~1~ 1 ijfl11~G1'~~'W5~VI"1 f1VI" 1 fJ nu ~ 
1~u~m~~'WLVl'iJiLtil'l (Internet Service Provider: JSP) u~~Vl oU'iJ~"oU1~'ll1~ (Google, Facebook '1Wl) 

u~~Vl -rn~1m1~U"'iJI'lDfJ 1 'W 1"n 1'llL U'iJiL'iJn'lJ'W Vltl1fJ~1'W~~L~~~~V15~'4~fJ'll'W Vltl1fJ~1'WU~I"i'u Hn~VI~1fJ 

LL" ~fl1 flU ~~'ll1G1'~fl~ l\11 fJ'W lfJU1 fJ'U 'iJ~U~~ L Vlf'l~VI-r\1'iJ L~~ m1~ n~ 11 ~~fl11~G1'~~'U5~~VIl1~-r\1U 1 " LL" ~ .. "' 
'"'. I 'i .., J' .,J 0 ... ..! .. ..! 'i I • I 'i ' Q1 .'1 ... 
~ u~~ f1'iJUf11~ b fl~ ~~~1~'W'W!1'WV1~1fl'IJ L 'W'iJ~Iil1f1~fl11~ b 'll'iJ~ bfJ~~~VI11~~,m u~~ bfJ'll'W'U'iJ~'lJ1l'l 'Wfl1~u'iJ~f1'W 

1m~ ~~1~~'W!1'W~~11"1 fiJ nu rn 1~l1'Wfl~'U'iJ~U ~~ b Vlf'l 'i) V1~otl \11 b lil'W tJ~ ~ b V1 f'1 ~VI-r!'iJ L~~ f)1 f)~11l1~'W!1'W f)1 ~ 
L tl'W~'W~1'Wfl1fl-r!LL"~L'iJf1'll'W l'l1~~Vllif'11~l'l'fm~-rn~1fl11~Uft'iJI'lil fJ 1 'W l"n 1'llL U'iJ'fLL ~~'lJ1~tT'W m~tJ!ju~ 
~L~'WoUI'lA 'iJfl11~~1~il'iJ~~VI1 1~mfl-r\1LL"~mflL'iJ n'll'W 1 'Wf11~LL u~U'WoU'iJ~" L ~'W m~ 1 ~oU'iJ~"n f!flf1fl1~m~ 

""' 'U 'U , 

LL~~ L~'iJ'W 1" n 1'llL u'iJi'iJci1~~'Wvh~Vi v1~tT'W m~LL u~U'WoU'iJ~m tl'W~'W\11'W'U'iJ~ LL 'W1AI'l'U'iJ~ "m1~~1~il'iJ" Vl~'iJ 
'IJ .. 

"m~ij~1'W~1~" ~tJi''iJ~1 ~m1~~11"i'fl)'iJci1~~~fJ11'l 
v1~tT'W ~hii1LtJ'UtJi''iJ~n1VI'WI'lf11'iJUfl1~Vh~1'W~mru1fl1~fl11~~1~lJ'iJfl1fl-r\1LL"~fl1flL'iJf1'lJ'W 

'IJ .. 

1 ~Vl nmfl~1'WijUV1U1Vl LL" ~~1'W~1~ 1 'W m~-r n~1 rn1~l1'W fl~U"'iJI'lil fJV11~ 1'llL u 'iJ{'U'iJ~U~~ L Vlf'l 
' 

hQ'I ~m'Uf11'HU (bOW1~) fl1t.Jb 'Uf11UV11-:JVI~"J.:J 

m~m~VIuniL~'iJ~ m~-rn~1m 1l.JU"'iJI'ln f!V11~ 1'llL u'iJi'U'iJ~VItl1 f!~1'Wmfl-r!~1~ 11 'WUiil~U'WVJ n 

Vltl1fJ~1'W 1 ~m1~~'W 11il L U'W'iJ v1~~1n L ~'iJ~Iil1nn f!flf1fl1~ (Threat) ijfl11m'WLL ~~ LL"~'Uf!1 fJ~'W~L ~~~1n~'W • • 
~~nE.J~nfl1~~1m~~~~~.m m~VlU~'iJm~tJ!ju~~1'W'U'iJ~ L~1VI1!1~ m~1 ~u~m~tJ~~'ll1'll'W m~L ~'iJ~ Lf!~ 
oU'iJ~"tlUV11J1fJ~1'W~'W 1 bb"~~~UUbVlfll'Wl"~~1~~'WLVlf'1~1.:! 1 ll'lfJ'iJ11iJLnl'lf11~otll'loU'iJ.:J ~l'lotl\11 Vl~'iJ 
VIE.JI'l'll~~n1~ • 

Ilf!flf1fl1~ (Threat) ijVIft1fJU~~LfiV1 Vl~1fJf1~~ L~'W Ilf!flf1fl1~~~nvh1~Lnl'l~'Wll'lf!Liill'l'W1 
, , , 'U 

IlfJflf1fl1~~~ mi11 ~ Lnl'l~'W l\11 fJ 1lJ b lill'l'W1 Il fJflf1fl1~~bnl'llil1 nn fJli~~~'lJ1~ LL"~Il fJfl f1fl1~~ Lnl'llil1 ncrl .a1 'W 
, 'U , , \I 

" ~nr11~'1i''W 1 

n~~V11~VI"1~1 ~fl11~~11"i' fiJ'iJ ci1~~1 nnu~~UU f11~-rn~1fl11~U" 'iJI'lilE.IV11~1'll b U'iJ{ l\11 E.Jtl1VI'WI'l 

V1tl1 fJ~1'Wtl1tlU~ LL"~1'Wfl11~U"'iJI'lilfJV11~ 1'llL U'iJ{ ~l'lvi1 LL 'W'J'W lE.IU1fJ LL"~bL 'W1U{ju~1 'Wf11~-rn~1fl11~ 

l1'Wfl~U"'iJI'lilE.l~1'W~1~~'WL Vlf'l ~l'lVI1~~UULb"~~tJ mru-rn~1fn1~U"'iJI'lilE.l~1~ 1 b ~'iJU'iJ~tl'WilfJ~f1fl1~ 



~1\1 'l ~\1~1nLfl~B~1CJJl1 CJ11.J (Intranet) LL~::: Lfl~B~1CJJl1CJ1.Jvn (Internet) ~B1~~:::Ln\>1~1.JL~(J)~e:J\>1L 1~1 
L ~a.n.h:::~Yl5Jl1'V'l nT~vi1\111.J L ~l.J L~n CJ~ Jl1'V'l n1~ 1 ~U~n1~'!JB\I~:::UU~1 ~~1.JL Ylf'l LL~::: L ~l.Jfl'11l.nJ1 L ~B~B LLn 

t.h:::'IJ1'll1.J 

n~l.JY11\IVI~1\Ii1~n~n1~()n 1~l.J~~1ni1E.Jflnfl1l.JY11\I L'llL uv{ ~:::~u~tJLL ~'~ ..j11.J11.JUBE.Jl.J1 n 
" ' , 

~'~ LL~u tvct~!nl - tvctbtv 1\01 E.Ji1 n1 ~ hl.J ~ ~::: ~u ~1.J LL ~ \1 L ~ CJ\1 ~ - ct fl ~ \1 ~\I~::: d] 1.JI1 CJ fl n fl1l.J\.h::: L.f\ Yl 
' ' 

Ransomware hhLLn~l.J'!J\01 Bit Coin LL~:::m~L~ 1 :::~:::UULU~CJ1.JVIU1 Web Site 1\>lCJn~l.JUflfl~U~f'11.J1bb'\li\l , ' ' 
1~nL'llL uv4LLB1.J 11-Jthr~ (Anonymous) Lvi1J1.J LL~:::m~1~l.J~,r1.J~11.J1 Vlqj~:::i1c-mm:::YlU nULfl~B\I'!JB\1 
moU\111-J (Client) Lvi1J1.J ~\I~\IC-J~m:::YlU11.J1\I..j1n\>l LL~:::hJ~1l.J1~()~\IC-J~m:::YlU11.J1\Inl1\IL~ b~v\1~1n 
" 
n~l.JY11\IVI~1\Ii1~:::UU(J)~1~~ULL~:::nnn1.J (Anti-Virus, ~oJn~ruUv\lfl1.J LL~::: Policy '!JB\1Lfl~B~1CJ) 

11CJflnf11l.JLlJ1 ~~1l.J1~flLL 'Vi~m:::~1CJvvn L UL~ oJ~:::L~1.J~1L VI(J)VI"n~vi11 ~ml.JY11\IVI~1\Ii1~n~n1~()n hl.J~ 
' ' " 

UBCJl.l1nm~~:::oJ~:::nvu~1CJ tv oJ~:::L~tJ ~\ld 
<9l) ~:::uuuv\1 n1.Jfl'11l.JU~v\>ll1 CJ~1l.J1~()Ue:J\I ntJI1 E.Jfl nfl1l.J 't~~l.J1 n , 

1£1.m.l£1 'VIt.h f.J\11'Ufhn'U ~ LL~f'l'l1l.J~'Ufll .:Jtl~HJ~.ti' f.JY11.:JL61!L Ue:J{ 
\1 

~1mL tJ11 ul.JLL~ :::~n~~L ~l.J~\I~tJYJntJ ml.JY11\1VIm\IL~'~L ~1-JLL~::: 1 ~m1l.J~1ri'runuuruVI1 
\1 , "' " 

vi''l n~11~'111.JU~~U1.JLL~:::e:J1.J1f1(J)~\IL ~1.Jfl1~ 1 ~~\01~\1 n~l.JU~VI1~~\>l m~~:::uu~m~1fn1l.JU~v\>ll1 m Ylfl11.J 1~ ~ , , 
~1~~1-JLYlf'l mv1vi'm~rhnu\>1LL~'!Jv\lf'11.JEJL Ylfl1tJ 1~~~1~~1-JL Ylf'l ml.JY11\IVI~1'~ L~m U1.JVI~1CJ\111.Jn1nu\>1LL~ 

\1 " " 

m 1l.J~1.Jfl\IU~ v\0111 VY11\I L'll L uvfl\01 CJ LO'V'l1::: 1\01 E.Ji1VIu1~fl11l.J~u ~\>l'l!vuvi''ld 
11\1 LLC-J1.J ~\01~1'1'1 bb~:::~\ill1.J1~:::uum1l.J~1.Jfl\IU~v \0111 CJ~11.JL Ylfl11.J 1~ ~~1~~1-Jb Ylf'l LL~::: 

m~~v~1 ~~11.JLfl~v~1 CJ flvl.J~1 L(J)e:J{ 

n1VI1.J\>ll.J1mn1~L ~Bfn1l.JU~v\>li1CJ'!Jv\l~:::uu L Ylf111.J 1~ ~~1~~1-JL Ylf'lLL~::: m~~v~1~ 
I ~ I 4 ~ 

C-J1'ULf1~v'!J1CJflvl.J'V'l1L(J)m 

n1V11.J\>loUBU\IAU ~:::LUVU l.J1m~11.J L~v1~m~~v~1~oUvl.J~BL~nYl~vunG1 m~1-rr ... " 
L Ylfl11.J 1~~~1~~1-JL Ylf'lL U1.J 'l umh'li1~:::L UVULL UUbbe-J1.J i1m1l.JU~v\>ll1 CJ i1f111l.J~1L ~tl~tl 

L~1~:::1..:J (J)~1~~vu m~u n~n m~fl nml.J L ~v hl.J~VI~vvi1m1l.l L~CJVI1V~v~:::uu 
' ' ' 

b Ylfl11.J 1~~~1~~1-JL Ylf'lbL~:::m~~v~1~~11.Jbfl~v~1CJflvl.J~1L(J)e:J{ 
fl1Ufll.J LL~:::U~V11~~\>ln1~~:::uu~m~1fl11l.JU~v\>li1V'!Jv\l~:::uuL Ylf111.J 1~~~1~~1-JL Ylf'l 

' 
LL~::: n1~~tl~1~~11.J Lfl~tl~1 CJflvl.J~1 L(J)e:J{ 

Pim~1 ~\01 ml-l111illtJ 1m~ n1~u n~mL~::: f1 n fl1 1l.JtJ1l.J11 Lf1~1:::'v1u ~::: LiJtJ C-J~ 
' ' ' 

L ~voJ~uoJ~\I~:::uu~m~1f111l.JU~v\>ll1v 1 ~~'U~e:JLVI(J)n1~ruLL~:::L Ylf111.J 1~~~L oJ~vtJ 'l oJ , , 
L~mL Y'l~v\1Am1l.l1'~ LMCJ1oUv\ILL~::: L tltJoJ~::: 1CJ'll,J~mrt oU\111-J LL~:::u~:::~11.Jfl11l.J~1l.Ji1v 

" " 
1tJm~~m~1fl11l.JU~v\>li1CJ'!Jv\l~:::uu~1~~1.JLYlf'lv~1\l~vL~v\l 

I 



I I 

I 

kl .m.m m-a+nJijeJfi'trvnl'JtN1'Wfl'J11l~'Wfl\ltlmJ~.tivvn\11~L'UeJ{~1\I 5) 

n'ilJVI1 \I VIm \lblii'tl 'i~ G11'U fl1 1lJ ~1lJiJ €l nuwJ1 tl \111..1 f11 'i1' fl'\~1 fl1 1lJU~ €l ~ J1 tJ G11'iG11.J LVI Pl11.J 

'i ~ ~u tl 'i~ LVI Pl 1~ t1 mwu1 ~1l..l 1A 'i \1 n1 'i til 1u m 'i1' n~1f111l..ltl ~ €l ~ .t1 E.JG11 'iG1'W LVI Pl G1uu G1'W'W oU€llJ~ 1u m 'i 
' \1 

1Lm1~~m'i1'n~1fl11lJtl~e:J~.titJ LL~ m tl~t~uolie:Jl..l~m'i h!l..l~\11n.ti tJAflfl1lJ L~~~m1lJ~1lJilB~1'~ ., ~ ~m ~lJ 
" ' I 

tl'i~~VI5fl1'1"lf11'iUel\l nu m1m1~ L ~1'U€l\lf11'iLL~\I ~~€11..1 ~€l'\.JG1'U€l'l ~~~~ fl1'i~V1 f11'in'\.Jntlflflfl1lJ 1 'W'itl LL '\.J'\.J 
' \1 

~1\1 11tii'Yi'uvi1'lYi ~\lj;m 1 ~ihG1~tJ'i.fl1'1"l~\l V!'Ll1tJ\111..1fl11l..ll1uA\Itl~€JV1JltJVI1\Ib'1lL ue:~i~ml..IVI1\IV!m\IL .U1~1l..l 
tl'i~ne:Julii'1t~ 

m~VI'i1\I~~Vi'~~~mPl'i~~n\ILL~~G1\IfllJ (Ministry of Digita l Economy and Society: 

MDES) 

Transactions Development Agency (Public Organization): EDTA) 

~1Ufl\111..1-w'~u11'~u1~~~Vi'~ (€J\IAf11'ilJVI1'1!1..1) (Digital Government Development 

Agency (Public Organization): DGA) 

Pl'U6tl 'i~G11\J fl1 'i1'fl~1fl11l.Jar'I.J fl\IU~ €JV1.fi tl'i~'\.J'\.J fl €llJV11 ~~ B'ftl'i ~ L VIP\b VI tJ (Thai land 
\1 

Computer Emergency Response Team: ThaiCERT) 

kl.m.a: bb'U'J'U bV'U1t.J bbrt:: bb 'U 'JU~U~b 'Un1'5~fl~1FI'J11J~'U fl\IUfl eJ ~.fi t.Jtii'1'U aTHl'U b VIA 

~ 1lJ'I"l'i~ 'i1'U fl '1~~ fl1 n 1VI'U VJV!tl fl Lnru'l1 ~~~ ~15 fl1 'i 1u fl1 'ivi 1 ~'ifl 'i'ilJVI1\I B ~~ flVI'ieJU fl~ 

il1fl1'~ '\"l.Pl. \vet~~ lJ1m1 ct n1VI'I.JV11 ~VIoJ1tJ\11\J'U€l\11'~Jl€l'l~Vl1 ~iJLL'I.J1\J bti'\.J1tlbl~~~~'I.J1U5ill11um'i1'fl~1 

m1l.Jl1u A \I'll~ e:~VJ.n t~lii'1uG11'iG1u L VIP~ ml..IVI1\IV!m'l11ii'vh ~ liu m'i~'~d 
~ V1vi 1 LL 'U1 'U bti'\.J1 tlbl~ ~ LL 'I.J1tl5u~1u f11'i-r fl~1fl1 1l.Jar'U fl\IU~ €l VJ.fi tJ lii'1'UG11'iG11.J LVI Pl 

'l"l . Pl. lvctctb ~~~ ~ LL 'W11..1 bti'\.J1tibL~~ LL 1..11tl5ill11um'i1'fl~1fl11lJl1uA\IU~€JV1ntJtii'11..1~1~~\J L VIP\ (OU'\.JVI '\.J 'V111..1) 

Y-l . Pl. lvctblv L ~€11 ~f11'ivl1 L liu m'i 1V1 1 lii'1 t~15m'iVI1\IBL~ flVI'i€lun~nuV!'Ll1 ti\111..1'UeJ'l1'~VI~€l1V1 t~V!'Ll1 ti\111..1 

'UeJ\11'~ Vl~€lfl1 'i 1 ~u~m'i~1'l 1 'U€l'lVI'Ll1 tJ'l11..1.fl1A1'~ilm1l..ll1uA'ltl~e:JV1.ti mL~~b ~eJ~B11ii' LL~~ 1 ~~ uu 1 tl~1l..l 
'l"l'i~'i1'Uu'lJrQ'~111ii'1t~m'im~vi1m1lJ~Vl ~~tJ1nuA€llJY11 ~~€11 y.j. Pl. ~vctcto LLm 'UL ~lJ~~lJ 1V1t~'\"l'i~'i1'Uu'lJcY'~ 
1 11ii'1E.Jfl1'im~vi1m1l..l ~V1 L~mnuAe:JlJY11L~€l1 (auu~ lv) 'l"l .Pl. lvctbo 

kl .m .ct 'Ufl 6nmtii' 1'\J FI'J11l~'I.J fl\ltlrt e:~~.n t.JVI1\IL'lJ b u e:~{hlb .W t.J\I'We:J • 
fl1 'iVl Lb~ 'i~'I.J'I.J1' fl~1fl11l.Jtl~ €l VJ.titl L Vlflb'I.J 1~ ~~1 'i~'I.J b VIP\ b U'I.J\111..1~ Jle:J\I'\.J~VI1 'i~ Vl fl1 'i 

'V 

fl1'\.JfllJ11\ILL~'I.J n1VI'I.JV1l..l1mfl1'ioll€JU\IA'\.J 'i~LUE.l'\.J l..l1m\111..1 L~ 1'id'\l 1Lfl'i1~~ ~'i1\l~€l'\.J P1n~1~V11111lJ ' ~ 

11~1..11 fl1'i L~ t1 LL 'l"l~el\IAflJ1lJ~ LL~ ~tl'i~~1\Jfl11lJ~1lJiJ€l11.J fl1'i1' fl~1flJ1lJU~ €JV1Jl ti'U€l\l'i~'\.J '\.J~1~~\JL VIP\ 
'V 

€1~1\l~m de:J" u\l\luuL~1VI111~~V1LL~~~uu1'n~1m1l..ltl~e:JV1nmVIA1u 1~~~1~G1uL VIP\ 'Ue:J\Iml..IVI1\IVI~1\I il 
' 'V'V 

~\IV!lJVJ ct vi11..1 LL~~Iii'1 E.Jm~~VI111~~\I~fl~11lJ1oU1\I Jlu ~\lvi11 ~ml..IVI 1 \IV!m\l V\I'U1V1 LLA~'I..I'UAmmlii'1ud 
' 

L uu €l ~1\ll..l 1 n 1V1 ma'l"l1 ~ V\I'U1V1 L ~1VI111~~~1tii'1'utl~ ~ fl1 PlumJ'm1'll1~'1"l CISSP (Certified Information 
'V 

System Security Professional) ~\ILUutl~~mPlutJu~~lJ1~~~11..1mlii'1'um'itJeJlJ-ruvi'1 1~n 

l!>o 



l'l~tY'U m'i-wVll'U1Ufl~ 1 n 1v1'1'U m1l.l~'Ufl~U~e:J VJ.tl EJY11~ 1'11L u vft ~L ~ EJ~'Y'l e:J~vm1l.lal e:J~ m 'i L U'U L~e:J~ , 

~1 L U'U L ~ ~~1'\.J L ¥lv'Y'l~vl.l-ruiit~.tl EJfl n fl1l.l 1'11L ut~{~YJim1l.l'i'U LL 'i~ ~~~'U 1 'Ue:J'U1fl(?l 1 'WYlm:;l'lu ~~ LL~'i:;l'i'u , , , 
tJ nu~f11'i \l'U(i~'i:;l'i'uc:fu~vt1'i ~~ 1 'Ub 'fl~LJ~l.J1Cl,m~:; L'fl~flf1Jfi1'Y'l 

:..J " , 

tJ 'Y'l' f'l. lv<tct'v- \v<hc(b'll 

fl'il.J Y11~VI~1~ 1v)'~ V1VI1'i :;uu fl tll.J~1 b(?l tl { bb":; bfl ~tl~ 1 EJ~tl~1 'icUtll.J "'Uti~ f1 'il.JY11~VI ~1 ~ 
" 

(Lfl~e:J~fl e:Jl.l~1 L(?l t1 1 mJ~1 EJ 'i:;uu~ 1'\.J Lfl ~e:J~ fle:Jl.l~1 L(?l e:J{~ n~ 1 EJ LL~:; Lfl ~e:J~ 1 EJ ~m'f1'icUe:Jl.l ~) ci'1vt-ruH 
" " 

\J~u~~1'W1 'Uvtt11EJ~1'Uf1'il.JY11~VI~1~~~~1'Uf1m ~LL~:;1 'W1Ji1fl1fl \11f1Lfl'i~f11'i ., vl~f1~11 'i:;UUbfl~tl~1EJ 
~tl~1'ieVtll;j~~b~tll.JLEJ~1tJcJ'~ ci'1Uf1Y11~vtm~ LU'Ubfl~tl~1EJ VPN(Virtual Private Network) Cil®~ Kbps 

"' 0 v 0 ~ lJ ~ 11 Q.J ~Q.J v 
LL 'U1~ f11'iY11~ ~1'Uf1~1'WU1'i ~Y11~ f'l'U EJ~'i1~Y11~ f'l'U EJ~'i1~ LL~:;u'iru:;~:;'Y'l1'U 'i1l.JYl~f'l'WEJ'Y'lVll'U1Yl'i'Y'lEJ1 m 

, \J \J \J \1 
I I I I 

Cll Cll I ~ ~ V I .::!11 QJ IC::ll t.l QJ 0 Q.l 

U fl fl ~~ 1'UY11 ~Yl f'1'i 'i1'lJ1 ~1'\.JU 'i'\111 'i bfl'i tl~ \1 f1'i fl~ bb~:; ~1 'U bfl'itl~ \1 f1'i ~ 1'UY11 ~Yl Cl'U'U bb \1~1 VlJ'U:; f1 tl~ n1 flU , 
n1'i1'11'i1\JY11~VI~1~LL~:;~mihh'i1\JY11~vt~1~ LU'Ubfl~t1~1EJ VPN LLUU Dial- up ~1'U~~1EJLYl'iPl'Y'lvl 

o'i'il.JV11~~iim1l.lb ~1~1 (cn:, Kbps Sharing cs: PC) f11'i~~~C\JC\j1f1Jbfl~tl~1EJhl~m~eJ~LL~:;'1J1V1vt1m U'UU1~ 
'1i1~vh 1 ~hJ~1l.l1'iCl'iv~-rum'i1i'i:;uu~1'W~1~ 11v1'uri 'i:;uu~1'W~1'iU'i'iru 'i:;uu~VJLnULL~:; L~mL 'Y'l~ 

cU'vl.lmL~ :;~11~11 'i:;uuu~vt1'Hfl~e:J~~ mn~ m 11-ffu~ f11'iB'UL (?leJ{ L U(?l LL~ :;cJ'~ hJii'i:;uu-rm~1fl11l.l 
" 

tJ ~ t1 VJ.tl EJ ci' 1vt-ru 'i:;u u fl e:Jl.l~1 L(?l t1 { LL~:; Lfl ~e:J ~ 1 EJ ~ e:J~ 1 'icU e:Jl.l ~ 
" 

tJ 'Y'l .Pl. \v<tc(g- ®<h<h® 

ml.lY11~vtm~~~ 1v1u-ruu'i~ LL~:;L ~l.JLJ 'j":;~YJ5m'Y'l'1le:J~'i:;uu Lfl~e:J~1 EJ~eJ~1'icUe:Jl.J~ 'i1l.l~~ , " 
Lfl~v~iiv v\Jmru~1~ ., ~1-il1'W'i:;uuLfl~eJ~1EJ~eJ~1'icUe:Jl.l~ L¥lv1~~1l.ll'imv~-rum'i1-ff'i:;uu~1'U ., 1v1 

, I " 

tl ~1~lJU'i:;~YJ5fi1'Y'l ii b~~EJ'ifi1'Y'l1 'U f11'i 1 ~U~f11'i ~:;V)1 f1'i1Vl b ~1 b ~l.J~'U LVJ EJlJbfl~tl~1 EJ~ b ~tll.J LEJ~ 1 UcJ~Yl f1 , 
ci'1Uf1Y11~vtm~ LU'ULLUU IP VPN Leased Line ~m1l.lb~1 512 Kbps bb'U1~n1'iY11~ ci'1Uf1~1'Wth~~Y11~ 

~ t.1 ~ t.1 ~ f'v v d Q 1 

f'l'UEJ~'i 1~Y11~ f'l'U EJ~'i1~ LL~:;u 'iru:;~:;'Y'l1'U 'i1l.JYl~f'l'UEJ'Y'lVll'U1Yl'i'Y'l EJ1 mufl fl~~1'UY11~Yl f'l'i'i1'lJ1 LL~ :;~1'\.J 
\1 \J \J \J , 

u~vt1'ibfl~tl~~mnmL~:;~1'Ubfl~tl~~m~1'UY11~~Cl'U'Ubb~~1VlJ'U:; bU'UbbUU IP VPN Leased Line vt~tl ADSL 

~m1l.JL~1 256 Kbps iim'iL'1i1u~m'im'iH'€i'WL(?leJ{Lu(?lLU'W~m1l.lL~1 10 Mbps iim'i~VJ~~'i:;uu-rmn 
fl11l.JU~ e:JVJ.tl m~1vt-ru1:;uu fle:Jl.l~1 b(?le:J{ LL~:; Lfl~e:J~1 EJ~e:J~1 'icUe:Jl.l ~ f1'il.JY11~vtm~( 'i:;uu Anti-virus ~1'U1'U 

" 
1,500 Licenses) ii~u mruAvl.J~1 L (?l t~{ LL~:; Lfl~v~1 v~v~1'icUm.J~'i1l.J~1'U~'U 1 ~ L~m.Ut~~ LVJEJ\):;alt~~ 
~Vl ~~~~e:J~ mu fll.lfl e:Jl.l~1 L(?le:J{ f1 e:J~~1'i~'U L Y1 f'1 ( 'U ru:;tY'U) LL~ :;~vtt11 EJ~1'U 1 w1i1m fl'U e:J~ f1'il.JY11~vtm~ , " 
1v1LLri 

- Lfl~e:J~ fle:Jl.l~1 L(?le:J{ LLlJ~1 vci'1vt-rm:;uuut~~ n'W 11-r~ fle:Jl.l~1 L(?le:J{ 

- t~\Jmruri''Wvt1L~'WY11~ (Router) 
' 

- t~\Jmru~V1m'im'iH'~1'U Internet Bandwidth 
' 

- ~\Jmru Web Caching 

- v\Jmru1Lfl'i1:;'l-1(?l'i1\l~e:Ju Network-based IPS , 

I 



I 

tJ i'j P1 tv~cttp - U51~UlJ 

1tJU5151UlJ m:wVl1'1'v1~1'1 1Ji' ~ 1 L U\J m~~~vh 1m.:~ m ~~~uu Lfl~v~1 c.J~v~1~offv:w~ ~1 ~v'l , ~ 

(Backup Link) L~vm~ L~v:w 1c.~.:~offv:w~~~wJ1'1f11:WVl1'1'v1m.:~nu wJ1CJ'I1lJ1 Wl lJJl1fl ~11.hn VlPl ~1:w 
~ ~ 

(Web Conference) m~1-ffu~m~~~uuu~m~1 Vl~Plyjvl~1\J~~uu~\JLI11v1L1il'l (VoiP) ?11:l.J1~1:1vi1'11\J~1\J 

~~uu bfl~v~1 CJ~v?l1 ~.rrv:w ~ ~1 L U\J 1 uv ~1-:!~v L ~v'l hJ~~-u~ ijtJ~~~Vl5mi'j1tJ m~1 ~u~m~tJ~~'ll1'lllJ 
~ 

511 m~ CJ ~ L 1~1~ ~ 1lJ:W1ij n1 ~~ ~ tJ1u-ruu ~ .:~ ~~uu Lfl~v'1h c.~~m-11 ~.Uv:w~'U v.:~ m:wVl1'1'v1m.:~ , ~ 

:w1 t~ CJ111~v~51\J 1tJU5151UlJ bfl~v~1CJ~b ~v:w 1c.~.:~1 ufi'.:~'v1il1 CJ-:!1\J 1tJ.niJmfl <Slm(ri 'v1tJ1 CJ-:!1\J biJlJLL uu MPLS , ~ 

VPN ~fi11:Wb~1 tv Mbps Lfl~v~1CJ~~~~'IL~v:WbCJ'ILfl~v~1CJ511f1~1Uf1'11lJ~v~1lJ.niJ.n1fi:W1~ PllJ~ 
~ ~ ~ 

'i'i"" iJ~ ../ ~ ~ 
L Vlfl b lJ b~CJ ?I 1~~\Jb VlPl m:WV11'1'v1m'l b \Jbb uu MPLS VPN Vlfi11:Wb ~1 mb Mbps bb~~ <Sl<t Mbps ~umru 

.0::::. ~ <dl I d 1.1 I d .J.c::J l.l ..J 1.1 <C11t. ~ .o:::lv <Q. ~ 
fl eJ:Wyj1 b 1'1 eJ ~ bb~ ~ Lfl ~eJ'U 1 CJ ~eJ ~1 ~'U eJ l;j ~ ?11\J eJ\J 1 Vl Lfl CJ1 'U eJ 'I Vl 51~ \11 eJ 'I 1'1 ~ \11 'I Vl'v1 eJ'I fl1 U ~:W fl eJ:W yj1 Ll'l eJ ~ 

PllJ~ b Vlfl 1 lJ b~V?I1~?1\JL VlPl LL~~~~1Ufl'l1lJci1lJ.fllJJl1fi'Uv'l F11:WV11'1'v1~1'1 11ii' LLn 
~ ~ 

- ~umru Web Cachin~ 

- vumru~~m~m~t-ff'I1\J Internet Bandwidth , 

- vu mrum~511CJf11~vi1'11\J~1WruLfl~eJ~1CJ Load Ba lancr , 
- vumruA\J'v11LG1lJVl1'1 (Router) liJ1lJ1\J~1:w~.:~'v1:w~ <Slm(ri 'll~ ~~~'1~~1Ufl'I1\J , , 

1lJ.fllJJl1fl 'UeJ'If11:WVl1'1'v1~1'1 
~ 

ID.m.(ri ~~UU'UB.:Jtl\J bb~ ~ ~fl'l~1fi11:WU~eJVIJl m Vlfl L lJ L~~a1~alJL VIA 'UB'Ifl'a:WV11.:J'v1~ 1 .:J 

fl11 :w LU'Y :w 1 

tJ yj,Pl. tv~~Q - tv~~~ 

m:WVl1'1'v1m'lijn1~'\.JlL Vlfl 1 lJ b~V~1~?1\JL VlPl:W11 offui)U~'I1\JI'l1:WJl1~n51~1'11 mCJ1lJm:W 

Vl1'1'v1m'l ~~'v11 Lb~~~~lJ1~~UU'I1\JfleJ:WoW1 b111v1 ~~UU n1~~1~1 51 n1~~~ LtlULLG'I~ f11 ~ 1-fftJ~~ bCJ'lltJ.ffv:WG'I 
" 

?11~?1\JL VlPl L ~vm~u~,.,1~ LLG'I~~~m ~ ~1:w{i.:~ m~1 ~u~m~~\JLI'lv1L Ul'l t~c.~ijm~L ~v:w tc.~.:~ fl~v~1 CJ~v?l1~ 
offv:WG1~'1Jl1 CJ 1lJ LLG'I~Jl1 CJ\J eJfl'v1tJ1 CJ'I1\J 511 f1 f11~ 1 ~U~ f11~~:l.J1 flLLG'I ~'v1Gll fl'v1Gll CJ vl 'I fl~ 11 f11:WV11'1'v1G11'1 

~ 

~'IL ~\Jfi11:W~1Aru'Uv'lfi11:WUG'Iv~n CJVl1'11ii'1lJL Vlfl 1 lJ lG1V?I1~?1lJL VlPl ~.:~1tJU5151UlJijfi11:W L~CJ'I511flm~u mn 
IIV , , , 

~~UUbfl~v~1CJ~v?l1~-ffv:wG1 511fl~bJu~~~'IA~ lii'--w16n1~~1'1 <"~ :w1fl:W1CJ hJ1151~LU\J LL~f1Lflv1 ~ci.:~ 
~ ~ I 

LL yjfl Ltl l'loffv :W G1~~1:W1 ~1:1vi11 ~ Lfi~Vl ~1~YJ fl:l.J1 fl:l.J1 CJU\J Lfl~eJ~1 CJ LLG'I~ L~ CJ'I~eJC1 flfl flfi1:W511 f111-r~ fl eJ:WoW1 bl'lv1 " ~ , 
~'lijfi11:W1'1 CJLL ~'I ijf11~LL yj1f1~~511CJ ijfi11:W~U~eJ\JLLG'I~CJ1fl~eJf11~1'1T'l51~U:l.J1fl~lJ f11~ lSJ:W~'Uv'l11-r?ILLG1~ 
~umnvi'.:~ n~11ci.:~ ~G'I~m?I~CJ~Jl1'\'jf11~vi1'11\J'Uv'l~~uu vi11 ~~~uu Lfl~v~1CJ~:w 'v1~vvi1'11lJ-ff1G1'111ii' ~.:~ij 
~ , , 
~" m~Vlu~vm~ui)u~.:~1lJ'Uv'l L~1'v1U1~ 1~ mai'j1~v ~1.:~ ~.:~m~ui)U~'I1lJ~~v'~ m~offvl.Jm 1.:~~1\J 1tJm ~ 
u~m~tJ~~'ll1'lllJ ~.:~lil1 L U\J~v.:~ij~~uuuv.:~ tl\JLLG1~-rmnm1:WUG'Iv~n CJ Lfl~eJ~1CJ~eJ?I1~offv:wG1 L ~v 1 ~~~uu 

~ 
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~. ~1l.l1 'H1Ue:l~tl'Ufl1'l1-..n.J~VI~e:lbb'W~'l:::U1~lJ~bb1i (Malware) ~1~1 ~1flbl"l~e:l~ 
l"le:ll.!Vb bl?le:J{m tJ1 'UbA~mh tJ fl'll.l'V1 1~VIm~ 1 'll V~ bA~e:l~1 tJf\1 tJ'Ue:l fl (Internet) b ~e:l b ~l.ll"l11l.lti1 b ~e:l~e:lbb~::: 
A11l.J 1111~ 1 ~ 1 'U fl1'l ~~ ~e:l~e:l~1'ltl'\J'l:::UU bA~e:l~1 tJ fl'll.l'V11~VI~1~1il1 flU A A~Jl1 tJ'Ue:l fl , 

m'l~ 11~ 'l'V11~ Ae:Juvh bl'l Bi 'lle:J~ n 'll.l'V11~VIm~ ~1l.l1 'l()Ue:J~ n'W n11u mn'V11~ bA~e:J~1 tJ Hi' e:J ~1~ii'll'l:::~'V15.n 1'1"1 , , 
~1l.J1'l()~~ bnu.Ue:Jl.l~ m'l~'l11il'l'V11~ Ae:Jl.JV11 bl'le:Jit~e:J~1~~e:l b ~e:l~ 'W~e:ll.J 1-rr~1'U 1~~\?l~e:l~ b 1~1 ml.l'V11~VIm~ 

\J 

~~~~vh 1A 1 ~ m 1~1~ b Vll.l1U1'l~-rm~1'l:::uu~~ bnuoU'e:Jl.l~ fl1'llil'l1~'l'V11~ Ae:Jl.IV11 bl'le:Ji b ~m ~l.l'll'l:::~'V15m"W 
, \J 

1:::uu.Ymn m1l.IU~e:J~Ji' tJ bl"l~e:J~1 tJ Ae:Jl.!Vl1 bl'l Bi ~~~e:J~ A~ e:J~I'l1l.l tJ'V151"l1~ ~'lit 'Ubbe.J'U~~'U 1 bl"l'l'13~nlil bb~ ~ , "' 

"'~l"ll.lbb,~'lJ1~uUU~ <9>~ ('W.I"l.~<fbo - ~<fb~) tJ'V151"\1~\?l{~ ~ fl1'lb~~l.l~~1~A11l.l~'UA~bb,~'lJ1~b~e:lfl1'l , 

~~'U1 U'l::; b 'Vl l"l ~ 1"11 1l.l~~ f\'~ bb~ ::; ~~ ~'U b U 1VIl.J1 tJ~ ~ tJl1~l ~~ ~. m A11l.l b~tJ~ ~eJ fl1 'l() fl A fll"l1l.J lil1 fl 
\J \J , 

eJ1'lJ {1!1 fl 'l'll.JA eJl.!Vl1 b\?1 eJi bb~::; b ~ eJ 1 ~~1l.l1'l() ~1 b D'U fl1 'l\?1 1l.l 'W'l::;'l1'lJU{l!tY~11~1 tJ fl1'lfl'l:::vi1 A11l.l ~ ~ 
LMm tlUI"leJl.!Vl1 bl'leJi 'W .I"\ . ~~~0 Lbm 'lJ b ~l.J b~l.J 1~tJ'W'l::;'l1'lJU{l!rY~11~1 tJfl1'lfl'l::;vi1m1l.l~~ LMtJ1 nu 

"" < ..., .,J .I 'l 'l "' ~ ~ v v 
AeJl.l'W1b\?leJ'l (QUU'Vl ~) '1"1 .1"\ . ~~bo bb~::; u 'l::;fl11"\fl'l:::'Vl'l1~b'V1Ab'Ub~tJ~1'l~'Ub'Vll"lbb~::;fl1'l~e:l~1'l b~()fl\?leJ~ 

\J 

~B1'll 

kl.~ bb'U'd 11J~~m'WnTml <t' tJ bb~~uruVI16'11R'ru~lli'eJ~~1bD'Un1'l 
"' "' 

LL 'U11 "L4l.l~m'U n1 1ru ~ u LL~::;iJ '\JVI1 ~1 A''\!~ lli'B~ d ~~ 1 L D'W n 1 1.n 1 tJ1 'U ~ u (~<fbo - ~~o~) 
fl'll.l'V11~VI~1~ij bbe.J'U~1 b ii'Ufl1'l tJ fl'l~vlUl.l1 \?l'l~1'U~1'UI"l11l.l~'UA~U~ e:l~Jl tJ'V11~ 1'1lL UeJ{ 1~ tJ 1-ffLL 'U1'V11~\?11l.l 
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1~tJ~U~ \?1 1l.J bb 'U1'V11'l"1 vl'l fl~11 bb~1 1~ tJ fl'll.l'V11'lVI~1'l~::; b ~l.JI"l11l.J b oUl.JoU'U bb~::; LA ~'lA.Y~l.l1 fl ~'l~'U bb~::; 
1~~1uu 'U1'V11'l~1'Um1l.l~'UI"l'l'll~B~fitJ'V11'l1'1lL ue:Ji~~1A'qJ 1 L ~m U'ULb 'U1'V11\l'll~u~11il'ld 

- rl1VI'U~ LL~::;'VlU'Vl"l'U'U 1tJu1 tJ~1'UA11l.l~'UI"l\lU~eJ ~Jl' tJ'lleJ'leJ\lA m 
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- m'ltll)u~ ~1l.loU v n1vtu V1Vl1~ ~ 1 u n!Jvtl.l1 t1 LL~ ~uVl~~ 1 Vl~ 'U v~ m 1~ ~ LiJV1u 1t~u1 t1 m 1l-ll-i'u A~ 

tl~vVl.ti' EJ~1'l~'UL Vli"1'Uv~vt'lh t1~1u 

I 



I 

d 
'U'Vl'Vl m 

b u1tJ':i~6t{j f1 bb '\A{! fl1111ri1 b ~~ 

<91 . n1VI tiVl~~ti1f1Vll.l1mn1 ~ l.J 1 111~!1tin1~ 

tJ~VI1~~V1m ~1 tifmUu~nti Cyber 

Security 1wn~~1l.J 

\!::1. ~~ti1~~uu\Ju~nu tm~~~1~Vlti!1ti 

~1~qJV11~~1~~tiLVlf'1 (Critical 

Informat ion Infrastructure: Cll) '!Ju~ 

n~lJV11~VI~1~L~ijfl11lJU~uVl~V!111lJ 

l.l1lJ1~i51ti~1n~~1ti 1'11~ uu{ 

m. ~~ti11'i'nvm~m~tJ~VI1~~Vln1~~1ti 

fl11lJ ,j'tifl~ t!~ uVl~ VV11~ 1 'll L u u{'!Ju~ n ~l.l 
V11~VI~ 1.:J 1 ~ij~Vlfl11l.J~1lJ1 ~fiL Un1~ ~~1 

~~-r.:J m~tJn~m~L'B~~u ~L~~nuufj' 

~tivJ 

ij ti tvu1m~~~ L~ ti1V11~m~t!B~ 

Cyber Security 'lHNmlJV11~VIm~~ 
~uVlfl~u~nutJ~~L Vlf'l 

~uv~~'!Ju~ Lfl~'I~~1~Vlti!1ti~1~'1JV11~ 

~1~~ULV1f'1 (Crit ical Information 

Infrastructure: Cll) ~ijn1~~~u1 
~~uu\J u~ ntilJ11l.llJ 1111~!1ti~1 n~ ~1ti 1 'if 

~uu{ 

~uv~~'!Ju~~~~·M1ti/Lfl~~m~ m~ 
vi1Liltin1'ilJ11l.J LL(:..JUU5~n1'i~1tin1'i 

\Ju~n uLL~~ LLm '!Ju '1JVI1~1um1lJ,Yufl~ 
tJ~uVl~VV11~1'llLtJu{ n'ilJV11~VI"1~ U ~.f'l. 
l!:Jcfu\!::1 

::'1 ... • 
u bl!:J: ~\iW\1 

" .. " ~~~IJ~'HJtJ'HlV 

~. ~~ti1m~u~VI1~~Vlm~L~m~1~~-r~~v ~~11i'um1l.J~~mrti1ti m~u~VI1~~V1m~ ~~11i'u"' 
flnfl1l.IV11~1'lfLtJu{L'v11Mum1lJL~mrti LL~~L~1~~-r~~vflnfl1lJV11~1'lfLtJu{ (~u1-tl) , , 

ct. ijm~\Ju~tlUL~~~tl 'i1tJU~1 l.J n1'i~(:..JfJ LL ~~ 

oUtllJ ~~ij(:..J~ m~VltJ~eJ fl11l.J,j'U fl~~ L UU 
~ 

'iUli'i~l.l 

lJ 0 II ..J q 

'i eJV~~'!Ju~ll1U1U'!JulJ~VllJn1'i 
~ 

vi1Lilum'ih1111utJLLm'll1~mv1u 

'i~v~nmhlLnti l!:J~ i11l.J~ 

tJ Yi. f'l . tlYi.A. tJ Yi .f'l. 

gfu-W:o 

VltJV11ti VltJV11U VltJV11ti 

(~) 



I ..,. 
U'VI'VI ~ 

cr.G> uu1fl"J11lfi~1un1'mm"Utlru'l-nbb'U'U'U'HU1n1'l (~e:Jtlruvmhi9ru) 
Q.l \J Q.l Ql 

bb 'U1 Vl1 'l1 'U n1 'l 'lllju~ b ~ v-rull tl nun tJ ~ n A11JVI1 'l1'1f b 'U v1'0J~ tXv'l ~1 b u u n1 'i1 ~ b iJu 1 tJ \111l.J \-ltl n 

m\11'i~1U~1n"' L~t~i1.ffu\11vu vi'.:Jd 
"' ~ d q 

'U'I.J(;le:J'I.JVI G) n1'lb(;l'ltl1ln1'l 

fl111J'W~m.J~1Ufl111J~UA'l'll"'v~l1tJVI1'l1'1fb u81 tl'i~n8U~1 tJ \-ltJ1 tJ'l1u~-ru~~"'l€l'U 1J1\11'in1'i 
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1 . I .. 1 """ .... v .... "" • l .,j v ct I I 1 < d 
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